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Preface 


Fujitsu would like to thank you for purchasing our ETERNUS DX80 S2/DX90 S2 Disk storage system. 

The ETERNUS DX80 S2/DX90 S2 Disk storage system is designed to be connected to Fujitsu (PRIMEQUEST or 
PRIMERGY) or non-Fujitsu servers. 

This manual describes the basic knowledge that is required to use the ETERNUS DX80 S2/DX90 S2 Disk storage 
system. 

This manual is intended for use of ETERNUS DX80 S2/DX90 S2 Disk storage system in regions other than Japan. 
Please carefully review the information outlined in this manual. 
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About this Manual 


Organization 


This manual is composed of the following seven chapters: 


@ Chapter 1 Overview 


This chapter provides an overview and describes the features of the ETERNUS DX80 S2/DX90 S2 Disk 
storage system. 


@ Chapter 2 Specifications 


This chapter describes the specifications, the function specifications, and the operating environment of the 
ETERNUS DX80 S2/DX90 S82 Disk storage system. 


@ Chapter 3 Connection Configurations 


This chapter describes the different types of interfaces that can be used for connecting the ETERNUS DX80 
$2/DX90 S2 Disk storage system. 


@ Chapter 4 System Configuration 


This chapter describes the basic knowledge required for RAID, the types and capacity of drives that can be 
used, and hot spares. 


@ Chapter5 Basic Functions 


This chapter provides an overview of the basic functions that are installed in the ETERNUS DX80 S2/DX90 S2 
Disk storage system. 


@ Chapter 6 Optional Functions 


This chapter provides an overview of the optional functions that require license registration. 


@ Chapter 7 Server Linkage Functions 


This chapter describes the different types of functions that can be used by linking with servers. 
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About this Manual 





Naming Conventions 


™ Product names 


e The following abbreviations are used for Microsoft® Windows Server®. 











Official name Abbreviation 
Microsoft® Windows Server® 2003, Datacenter Edition 
Microsoft® Windows Server® 2003, Enterprise Edition Windows Server 2003 





Microsoft® Windows Server® 2003, Standard Edition 
Microsoft® Windows Server® 2008 Datacenter 

Microsoft® Windows Server® 2008 R2 Datacenter 

Microsoft® Windows Server® 2008 Enterprise 

Microsoft® Windows Server® 2008 R2 Enterprise 

Microsoft® Windows Server® 2008 Standard 

Microsoft® Windows Server® 2008 R2 Standard 

Microsoft® Windows Server® 2008 for Itanium-Based Systems 











Windows Server 2008 





Microsoft® Windows Server® 2008 R2 for Itanium-Based Systems 
Microsoft® Windows Server® 2008 HPC Edition 

Microsoft® Windows Server® 2008 R2 HPC Edition 

Microsoft® Windows Server® 2012 Datacenter 

Microsoft® Windows Server® 2012 Standard Windows Server 2012 
Microsoft® Windows Server® 2012 Essentials 




















¢ The following abbreviations are used for Red Hat Linux. 








Official name Abbreviation 
Red Hat Enterprise Linux AS (v.4 for x86) 
Red Hat Enterprise Linux AS (v.4 for EM64T) Red Hat Enterprise Linux AS (v.4) 


Red Hat Enterprise Linux AS (v.4 for Itanium) 
Red Hat Enterprise Linux ES (v.4 for x86) 

Red Hat Enterprise Linux ES (v.4 for EM64T) 
Red Hat Enterprise Linux 5 (for x86) 

Red Hat Enterprise Linux 5 (for Intel64) Red Hat Enterprise Linux 5 





Red Hat Enterprise Linux ES (v.4) 





Red Hat Enterprise Linux 5 (for Intel Itanium) 


Red Hat Enterprise Linux 6 (for x86) 
Red Hat Enterprise Linux 6 (for Intel64) 





Red Hat Enterprise Linux 6 
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About this Manual 


® Abbreviations used in this manual 


e "ETERNUS DX Disk storage system" refers to the ETERNUS DX80 S2/DX90 S2 Disk storage system. 


e "CA" refers to a host interface module that is used in an ETERNUS DX Disk storage system to connect to a 
server. 

e "Host Bus Adapter (HBA)" refers to the interface module that is normally used by the server to connect to 
ETERNUS DX Disk storage systems. 
An "FC card", "LAN card", "Network Interface Card (NIC)", "Converged Network Adapter (CNA)", or "SAS card" 
may be used instead, depending on the server and interface. 


e Trademark symbols such as ™ and ® are omitted in this document. 


Warning Notations 





Warning signs are shown throughout this manual in order to prevent injury to the user and/or material 
damage. These signs are composed of a symbol and a message describing the recommended level of caution. 
The following explains the symbol, its level of caution, and its meaning as used in this manual 


This symbol indicates the possibility of minor or moderate personal injury, as well as 
A CAUTION damage to the ETERNUS Dx Disk storage system and/or to other users and their 


property, if the ETERNUS DX Disk storage system is not used properly. 


How Warnings are Presented in this Manual 


A message is written beside the symbol indicating the caution level. This message is marked with a vertical 
ribbon in the left margin, to distinguish this warning from ordinary descriptions. 
An example is shown here. 


Warning Level Indicator 







Example Warning Warning Type Indicator 


Warning Details 


* To avoid damaging the ETERNUS Dx Disk storage system, 
pay attention to the following points when cleaning the ETERNUS DX 


Disk storage system: 
- Make sure to disconnect the power when cleaning. 
- Be careful that no liquid seeps into the ETERNUS DX Disk storage 
system when using cleaners, etc. 
- Do not use alcohol or other solvents to clean the ETERNUS DX Disk 
storage system. 


Warning Layout Ribbon 
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Chapter 1 
Overview 


This chapter provides an overview and describes the features of the ETERNUS DX Disk storage system. 


Figure 1.1 External view 




























































































2.5" drive configuration 3.5" drive configuration 


™ Scalability 


@ Unit size 


The base unit size is 2U (*1). 2.5" type (24 drives for each enclosure) and 3.5" type (12 drives for each 
enclosure) are available. 


*1:  2U is the height for a device that can be installed in two 19-inch rack units (1U = 44.45mm). 


@ Drives 


The ETERNUS DX Disk storage system supports high performance online disks (*2), cost effective Nearline 
disks with large amounts of capacity (*3), and SSDs that provide super-fast access. 

Up to 120 drives can be installed in the ETERNUS DX80 S2. Up to 240 drives can be installed in the ETERNUS 
DX90 S2. 2.5" drives and 3.5" drives can be installed together in the same ETERNUS DX Disk storage system. 


*2: Disks with high performance and high reliability for accessing data frequently. SAS disks are provided as online 
disks. 
*3: Disks with high capacity and high reliability for data backup. Nearline SAS disks are provided as Nearline disks. 


@ Host interfaces 


Host interfaces can be selected from FC 16Gbit/s, FC 8Gbit/s, iSCSI 10Gbit/s, iSCSI 1Gbit/s, FCoE 10Gbit/s, 
and SAS 6Gbit/s. Up to eight ports can be installed in a single ETERNUS DX Disk storage system. Different 
types of host interfaces can exist together in the same ETERNUS DX Disk storage system. 


@ Cache capacity 


The maximum capacity of cache memory that can be installed in a single ETERNUS DX80 S2 is 4GB. The 
maximum capacity of cache memory that can be installed in a single ETERNUS DX90 S2 is 8GB. 
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@ Model upgrade 


As a support for system scalability after installation, an ETERNUS DX Disk storage system can be upgraded 
to a higher-end model. The ETERNUS DX80 S2 can be upgraded to the ETERNUS DX90 S2. The ETERNUS 
DX80 $2/DX90 S2 can be upgraded to the ETERNUS DX410 S2/DX440 S2. 


@ High reliability 


@ RAID levels 


The ETERNUS DX Disk storage system supports RAID5+0 that is superior to RAIDS in reliability and 
performance, and RAID6 that responds to the double failure of disks, as well as RAID1, RAID1+0, and 
RAIDS. 


@ Redundant configurations 


Important components are duplicated to maintain high fault tolerance. This allows hot swapping of failed 
components without interrupting operations. 


@ Data protection against power failure 


Since data is saved from the cache memory to the non-volatile memory in the controller when a power 
failure occurs, data can be retained indefinitely. 


@ Data integrity 


The ETERNUS DX Disk storage system adds check codes to all data that is saved. The data is verified at 
multiple checkpoints on transmission paths to ensure data integrity. 


@ Monitoring for signs of failure 


When a possible sign of drive failure is detected, the data of the suspect drive is restored to the hot spare 
and the suspect drive is switched while maintaining data redundancy. 


@ Data Encryption 


The ETERNUS DX Disk storage system has the ability to encrypt data as it is being written. Encryption with 
firmware is supported by default. Together with the world standard 128bit AES method (*4), Fujitsu's own 
high performance encryption method is also supported. 

In addition, Self Encrypting Drives (SEDs) are available. Since each drive performs self encryption instead 
of the firmware, loads that are usually caused by encryption using firmware are removed and data can be 
encrypted without reducing performance. SEDs use the 256bit AES method. An SED authentication key can 
be stored in the ETERNUS DX Disk storage system and the key server. 


*4: Advanced Encryption Standard: Federal Information Processing Standards method 
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™ Operability 


@ Easy operation management 


Operation management can be easily performed with ETERNUS Web GUI by using a Web browser or with 
ETERNUS CLI by using commands and command scripts. 


@ Virtualized environment integration 


Various functions that are provided by Oracle VM, VMware, and Microsoft are supported to configure and 
operate virtualized environments. 

A more effective use of resources and the integrated management of virtualized environments can be 
achieved by offloading the server load to the ETERNUS DX Disk storage system in collaboration with 
servers. 


@ Storage virtualization 


Virtualization technology enables a larger capacity than the physical disk capacity to be shown to the 
server. Multiple physical disks are collectively managed as a disk pool and the necessary capacity is flexibly 
allocated according to write requests from the server. 

The ETERNUS DX Disk storage system has a function that balances writing areas on a volume basis to 
prevent concentrated access to a specific RAID group in multiple RAID groups that configure a disk pool. 


@ Automatic layering 


The ETERNUS DX Disk storage system supports automatic storage layering. This function detects data 
access frequency and redistributes data between drives with various drive types according to the policy 
that is set. The most suitable cost effective performance can be realized by moving frequently accessed 
data to high performance SSDs and less frequently accessed data to cost effective Nearline disks in 
collaboration with ETERNUS SF Storage Cruiser. Server settings do not need to be changed after 
redistribution. 


@ Connectivity 


OSs such as UNIX, Linux, Windows, and VMware are supported. The ETERNUS DX Disk storage system can 
be connected to various UNIX servers and industry standard servers by Non-Fujitsu manufacturers as well 
as Fujitsu servers such as PRIMEQUEST and PRIMERGY. 


@ Backup 


Data can be replicated at any point with high speed by using the Advanced Copy functions in conjunction 
with software such as ETERNUS SF Advanced Copy Manager. 

Data can be replicated between multiple ETERNUS DX Disk storage systems without affecting the 
performance of the server by using the remote copy functions. 


@ Stabilization of processing performance 


When loads from one application are high in a storage integrated environment and sufficient resources to 
process other operations cannot be secured, performance may be reduced remarkably. 

The QoS (*5) function can be used to stabilize performance by setting the load upper limit for each 
application to secure the processing performance of the server that needs to be processed preferentially so 
that workload fluctuations do not affect other applications. 


*5: Quality of Service 
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@ ETERNUS SF Express 


ETERNUS SF Express is a storage system introduction and operation support software for the user who had 
put off the introduction of the storage system up to now because of "Difficulty" and "Introduction and 
operation cost increase". ETERNUS SF Express is an easy to use software addition to the ETERNUS DX Disk 
storage system, facilitating management of the ETERNUS DX Disk storage system and leveraging the 
ETERNUS DX Disk storage system functionality such as Snapshots, Cloning, or Replication. 


@ Environmental friendliness 


@ Power efficiency 


The Eco-mode function, which is compatible with Massive Arrays of Idle Disks (MAID), manages the 
schedule for drive operation times. 
Drive motors that are not scheduled to run are stopped in order to reduce power consumption. 


@ RoHS compliance 


The ETERNUS DX Disk storage system complies with RoHS, as mandated by the European 
Parliament and Council. RoHS limits the use in electric and electronic equipment of six specific 
chemicals: lead, hexavalent chromium, mercury, cadmium, polybrominated biphenyl (PBB), and 
polybrominated diphenyl ether (PBDE). In addition, lead-free soldering is used for all printed-wiring 
boards. 
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Z| 


Specifications 


This chapter explains the specifications and the operating environment for the ETERNUS DX Disk storage 
systems. 


ETERNUS DX Disk Storage System Specifications 
= Se 


This section describes ETERNUS DX Disk storage system specifications. 


ETERNUS DX80 S2 Specifications 


Table 2.1. ETERNUS DX80 S2 specifications 



































Item ETERNUS DX80 S2 

Physical capacity SAS disks 108.0TB 
(max.)"! Nearline SAS disks 480.0TB 

SSDs 96.01B 
Logical capacity SAS disks 80.0TB 
(max.)" Nearline SAS disks 356.0TB 

SSDs 64.31B 
Number of controllers 1,2 
Cache capacity 2GB, 4GB (2GB per controller) 
Host interfaces FC (16Gbit/s, 8Gbit/s, 4Gbit/s) 


FC (8Gbit/s, 4Gbit/s, 2Gbit/s) 
iSCSI (10Gbit/s) 
iSCSI (1Gbit/s) 














FCoE (10Gbit/s) 
SAS (6Gbit/s, 3Gbit/s) 
Number of host interfaces 2,4,8 
Number of drive enclosures (max.) 9*3 
Number of drives 2.5" drives 2-120 
3.5" drives 2-120 
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2.1 ETERNUS DX Disk Storage System Specifications 



































Item ETERNUS DX80 S2 
Drive capacity 2.5" SAS disks Non-self- 300GB, 450GB, 600GB, 900GB (10,000rpm) 
(Speed) encrypting | 309GB (15,000rpm) 
Self- 300GB, 450GB, 600GB, 900GB (10,000rpm) 
encrypting 
2.5" Nearline SAS disks 1TB (7,200rpm) 
2.5" SSDs 100GB, 200GB, 400GB, 800GB 
3.5" SAS disks 300GB, 600GB (10,000rpm) 
300GB, 450GB, 600GB (15,000rpm) 
3.5" Nearline SAS disks 1TB, 2TB, 31B, 41B (7,200rpm) 
3.5" SSDs 100GB, 200GB, 400GB, 800GB 








Drive interfaces 


Serial Attached SCSI (6Gbit/s) 





Interfaces for remote monitoring and operation management 


Ethernet (1000Base-1/100Base-TX/10Base-1) “4 





Power control interface 





RS232C°> 





*1: Physical capacity is calculated based on the assumption that 1TB=1,000GB and 1GB=1,000MB. 
*2: Logical capacity is calculated based on the assumption that 1TB=1,024GB, 1GB=1,024MB and that drives are 
formatted in a RAID5 configuration. The available capacity depends on the RAID configuration. 


*3: 3.5" type and 2.5" type drive enclosures can be installed together. 


*4: Two ports for each controller 


*5: One port for each controller. Power synchronization is performed via a power synchronized unit. 
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2.1 ETERNUS DX Disk Storage System Specifications 


2.1.2 ETERNUS DX90 S2 Specifications 





























Table 2.2 ETERNUS DX90 S2 specifications 
Item ETERNUS DX90 S2 

Physical capacity SAS disks 216.0TB 
(max.)" Nearline SAS disks 480.0TB 

SSDs 192.0TB 
Logical capacity SAS disks 160.0TB 
(max.)" Nearline SAS disks 356.0TB 

SSDs 128.7TB 
Number of controllers 1,2 





Cache capacity 


4GB, 8GB (4GB per controller) 





Host interfaces 


FC (16Gbit/s, 8Gbit/s, 4Gbit/s) 
FC (8Gbit/s, 4Gbit/s, 2Gbit/s) 
iSCSI (10Gbit/s) 

iSCSI (1Gbit/s) 












































FCoE (10Gbit/s) 
SAS (6Gbit/s, 3Gbit/s) 
Number of host interfaces 2,4,8 
Number of drive enclosures (max.) 9*3 
Number of drives 2.5" drives 2 - 240 
3.5" drives 2-120 
Drive capacity 2.5" SAS disks Non-self- 300GB, 450GB, 600GB, 900GB (10,000rpm) 
(Speed) encrypting | 390GB (15,000rpm) 
Self- 300GB, 450GB, 600GB, 900GB (10,000rpm) 
encrypting 
2.5" Nearline SAS disks 1TB (7,200rpm) 
2.5" SSDs 100GB, 200GB, 400GB, 800GB 
3.5" SAS disks 300GB, 600GB (10,000rpm) 
300GB, 450GB, 600GB (15,000rpm) 
3.5" Nearline SAS disks 1TB, 2TB, 31B, 4TB (7,200rpm) 
3.5" SSDs 100GB, 200GB, 400GB, 800GB 








Drive interfaces 


Serial Attached SCSI (6Gbit/s) 





Interfaces for remote monitoring and operation management 


Ethernet (1000Base-T/100Base-TX/1 OBase-T)"4 





Power control interface 





RS232C°> 





*1: Physical capacity is calculated based on the assumption that 1TB=1,000GB and 1GB=1,000MB. 


*2: Logical capacity is calculated based on the assumption that 1TB=1,024GB, 1GB=1,024MB and that drives are 
formatted in a RAIDS configuration. The available capacity depends on the RAID configuration. 


*3: 3.5" type and 2.5" type drive enclosures can be installed together. 


*4: Two ports for each controller 


*5: One port for each controller. Power synchronization is performed via a power synchronized unit. 
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2.2 Function Specifications 
_ ane S| 


This section contains the specifications of the functions for the ETERNUS DX Disk storage system. 


Table 2.3. ETERNUS DX80 S2/DX90 S2 function specifications 










































































Item ETERNUS DX80 S2 ETERNUS DX90 S2 
Supported RAID levels 0”! 1, 1+0, 5, 5+0, 6 
RAID groups Number of RAID groups (max.) 2 60 120 
Number of volumes per RAID group | 128 
Volumes Number of volumes (max.) 2048 4096 
Volume capacity (max.) 128TB 
Number of per storage system 1024 
connectable hosts per port 356 
(max.)°? 
Thin Provisioning“ Number of pools (max.) 60 120 
Pool capacity (max.) 1281TB 
Total capacity of Thin Provisioning 128TB 
Volumes 
Number of pools (max.) 60 120 
Flexible Tier (auto- - 
matic storage Pool capacity (max.) 128TB 
layering) “ Total capacity of Flexible Tier 128TB 
Volumes 
Advanced Copy“ Local copy Types EC, OPC, QuickOPC, SnapOPC, SnapOPC+”™> 
Number of copy 
generations 512 
(SnapOPC+) 
Remote copy | Type - REC’> 
Interfaces FC (16Gbit/s, 8Gbit/s, 
4Gbit/s) 
_ FC (8Gbit/s, 4Gbit/s, 
2Gbit/s) 
iSCSI (10Gbit/s) 
iSCSI (1Gbit/s) 
Number of 16 6 
connectable _ 
storage systems 
(max.) 
Number of copy sessions (max.) 1024 2048 








Number of copy sessions per 
volume (max.) 





Number of copy sessions for a 
é * 
single area (max.) u 
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Item ETERNUS DX80 S2 ETERNUS DX90 S2 
Advanced Copy’“ Copy capacity (max.)"8 248TB 2 240TB*? 

SDP capacity (max.) 128TB 

Number of REC buffers (max.)*!° - 4 

Size per REC buffer (max.) "! - 512MB 

REC ot size per storage system 7 512MB 

(max.) 

Number of REC disk buffer RAID 7 12 

groups per REC buffer’! 

Supported RAID levels for REC disk 11 
*10 _ 14+0 

buffers 














*1: Use of RAIDO is not recommended because it is not redundant. For RAIDO configurations, data may be lost due to the 
failure of a single drive. 

*2: The maximum number of RAID groups that can be registered (for RAID1). 

*3: The maximum number of host information (HBAs) that can be registered. A WWN is registered as the host 

information when the HBA of the connected server is FC/FCoE. A SAS address is registered for a SAS HBA and the iSCSI 
name and IP address are registered as a set for an iSCSI HBA. 
When there are two host interface ports for each ETERNUS DX Disk storage system, the maximum number of 
connectable hosts is 512. Since the maximum number of connectable hosts for each port is 256, the maximum 
number of connectable hosts for each ETERNUS DX Disk storage system is 256 x the number of ports when the 
number of host interface ports is 4 ports or less. 

*4: To use this function, the additional license is required (optional function). For the RAID configurations that can be 
registered for the Thin Provisioning function or the Flexible Tier function, refer to "Table 4.3 RAID configurations that 
can be registered in a Thin Provisioning Pool or a Flexible Tier Pool" (page 38). 

*5: For details on the types of Advanced Copy, refer to "6.2 Backup (Advanced Copy)" (page 79). 

*6: When the Consistency mode is used, the maximum number of REC buffers is the same as the maximum number of 
connectable storage systems. 

*7: For details on the maximum number of copy sessions for a single area, refer to the Multiple Copy section in "6.2.3 
Available Advanced Copy Combinations" (page 85). 

*8: This value is the total capacity of data that can be copied simultaneously. The copy capacity differs depending on the 
settings and the copy conditions. 

The following formula can be used to calculate the copy capacity: 
Executable copy capacity [GB] = (S[MB] x 1024 + 8[KB] —N) x M = 2 (round down the result) 
S: copy table size, N: the number of sessions, M: bitmap ratio 
For details about the setting, refer to "ETERNUS Web GUI User's Guide". 
*9: This value was calculated when: 
- The maximum copy table size was set for the ETERNUS DX Disk storage system. 
- The maximum bitmap ratio was set for the ETERNUS DX Disk storage system. 
- The maximum number of the sessions was set for the ETERNUS DX Disk storage system. 
- Restore OPC was not used. 

*10: For details on REC buffers and REC disk buffers, refer to the Consistency mode section in "6.2.2 Remote Copy" (page 
83). 

*11: Four (2+2) or eight (4+4) drives are required as configuration drives. 
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2.3 





Supported OSs 


This section explains the operating environment that is required for the ETERNUS DX Disk storage system 
operation. 


Servers and OSs that are supported by the ETERNUS DX Disk storage system are shown below. 

For the possible combinations of servers, Host Bus Adapters (HBAs), and driver software that can be used, 
refer to "Server Support Matrix" by accessing the URL that is described in "README" on the Documentation CD 
provided with the ETERNUS DX Disk storage system. 


FC interface 


Table 2.4 Supported servers and OSs (FC interface) 



























































Server 0s 
Manufacturer Product name 
Fujitsu Mission critical IA servers Windows Server 2003 

PRIMEQUEST = Windows Server 2008 

400/500/500A series 
Red Hat Enterprise Linux AS (v.4) 
Red Hat Enterprise Linux 5 

Mission critical IA servers Windows Server 2003 

PRIMEQUEST 1000 series Windows Server 2008 
Windows Server 2012 
Red Hat Enterprise Linux 5 
Red Hat Enterprise Linux 6 
VMware vSphere 4 
VMware vSphere 4.1 
VMware vSphere 5 

UNIX servers Oracle Solaris 10 

SPARC Enterprise ; 

SPARC M10 Oracle Solaris 11 

UNIX servers Oracle Solaris 8 

PRIMEPOWER Oracle Solaris 9 

Sun Fire 
Oracle Solaris 10 
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Server 





Manufacturer 


Product name 


OS 





Fujitsu 


Industry standard servers 
PRIMERGY 


Windows Server 2003 





Windows Server 2008 





Windows Server 2012 





Red Hat Enterprise Linux AS/ES (v.4) 





Red Hat Enterprise Linux 5 





Red Hat Enterprise Linux 6 





Oracle Linux 6 





XenServer 5.6 





VMware vSphere 4 





VMware vSphere 4.1 





VMware vSphere 5 





VMware vSphere 5.1 





SUSE Linux Enterprise Server 10 





SUSE Linux Enterprise Server 11 





Symantec FileStore 





FalconStor NSS 





BS2000/0SD 
S-Server, SQ-Server, SX-Server 


BS2000/0SD V7.0B 





BS2000/0SD V8.0 





BS2000/0SD V9.0 





OSD/XC V3.0B 





OSD/XC V4.0 





OSD/XC V4.1 





OSD/XC V9.0 





Oracle 


Sun Fire 


Oracle Solaris 8 





Oracle Solaris 9 





Oracle Solaris 10 





Oracle Solaris 11 





SPARC Enterprise 
Fujitsu M10 Servers 


Oracle Solaris 10 





Oracle Solaris 11 





IBM 


RS/6000 

P series 
System p 
Power Systems 


AIX 5.3 





AIX 6.1 





AIX 7.1 





System p 
Power Systems 


VIOS2.1 





VIOS2.2 





HP 


HP 9000 server 
HP Integrity server 


HP-UX 11iV1 





HP-UX 11iV2 





HP-UX 11iV3 





Egenera 





BladeFrame 





Pan Manager 5.2 
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Server 





Manufacturer 


Product name 


OS 





Others 





Other industry standard servers 


Windows Server 2003 





Windows Server 2008 





Windows Server 2012 





Red Hat Enterprise Linux AS/ES (v.4) 





Red Hat Enterprise Linux 5 





Red Hat Enterprise Linux 6 





SUSE Linux Enterprise Server 9 





SUSE Linux Enterprise Server 10 





SUSE Linux Enterprise Server 11 





Oracle Solaris 10 





Oracle Solaris 11 





Oracle Linux 5 





Oracle Linux 6 





Oracle VM Server 3 





VMware vSphere 4 





VMware vSphere 4.1 





VMware vSphere 5 





VMware vSphere 5.1 





XenServer 5.6 





XenServer 6 








FalconStor NSS 
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2.3 Supported OSs 


@ iSCSI interface 


Table 2.5 Supported servers and OSs (iSCSI interface) 





Server 





Manufacturer 


Product name 


OS 





Fujitsu 


Mission critical IA servers 
PRIMEQUEST 1000 series 


Windows Server 2003 





Windows Server 2008 





Windows Server 2012 





Red Hat Enterprise Linux 5 





Red Hat Enterprise Linux 6 





VMware vSphere 4 





VMware vSphere 4.1 





VMware vSphere 5 





UNIX servers 
SPARC Enterprise 
SPARC M10 


Oracle Solaris 10 





Oracle Solaris 11 





Industry standard servers 
PRIMERGY 


Windows Server 2003 





Windows Server 2008 





Windows Server 2012 





Red Hat Enterprise Linux 5 





Red Hat Enterprise Linux 6 





SUSE Linux Enterprise Server 10 





SUSE Linux Enterprise Server 11 





VMware vSphere 4 





VMware vSphere 4.1 





VMware vSphere 5 





VMware vSphere 5.1 





Oracle 








Sun Fire Oracle Solaris 10 
Oracle Solaris 11 
SPARC Enterprise Oracle Solaris 10 


Fujitsu M10 Servers 





Oracle Solaris 11 





HP 





HP 9000 server 
HP Integrity server 





HP-UX 11iV3 
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Server 





Manufacturer 


Product name 


OS 





Others 





Other industry standard servers 


Oracle Solaris 10 





Windows Server 2003 





Windows Server 2008 





Windows Server 2012 





Red Hat Enterprise Linux 5 





Red Hat Enterprise Linux 6 





SUSE Linux Enterprise Server 10 





SUSE Linux Enterprise Server 11 





VMware vSphere 4 





VMware vSphere 4.1 





VMware vSphere 5 





VMware vSphere 5.1 








XenServer 6 
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2.3 Supported OSs 


™ FCoE interface 


Table 2.6 Supported servers and OSs (FCoE interface) 





Server 





Manufacturer 


Product name 


OS 





Fujitsu 


UNIX servers 
SPARC Enterprise 
SPARC M10 


Oracle Solaris 10 





Oracle Solaris 11 





Industry standard servers 
PRIMERGY 


Windows Server 2003 





Windows Server 2008 





Windows Server 2012 





Red Hat Enterprise Linux 5 





Red Hat Enterprise Linux 6 





SUSE Linux Enterprise Server 10 





SUSE Linux Enterprise Server 11 





VMware vSphere 4 





VMware vSphere 4.1 





VMware vSphere 5 





VMware vSphere 5.1 





Oracle 


SPARC Enterprise 
Fujitsu M10 Servers 


Oracle Solaris 10 





Oracle Solaris 11 





Others 





Other industry standard servers 


Oracle Solaris 10 





Windows Server 2003 





Windows Server 2008 





Windows Server 2012 





Red Hat Enterprise Linux 5 





Red Hat Enterprise Linux 6 





SUSE Linux Enterprise Server 10 





SUSE Linux Enterprise Server 11 





VMware vSphere 4 





VMware vSphere 4.1 





VMware vSphere 5 








VMware vSphere 5.1 
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2.3 Supported OSs 


@ SAS interface 


Table 2.7 Supported servers and OSs (SAS interface) 





















































Server 
Manufacturer Product name 
Fujitsu UNIX servers Oracle Solaris 10 
SPARC Enterprise ; 
SPARC M10 Oracle Solaris 11 
Industry standard servers Windows Server 2003 
Be Windows Server 2008 
Windows Server 2012 
Red Hat Enterprise Linux AS/ES (v.4) 
Red Hat Enterprise Linux 5 
Red Hat Enterprise Linux 6 
SUSE Linux Enterprise Server 10 
SUSE Linux Enterprise Server 11 
VMware vSphere 4 
VMware vSphere 4.1 
VMware vSphere 5 
VMware vSphere 5.1 
Oracle SPARC Enterprise 


Fujitsu M10 Servers Oracle Solaris 10 





Others Other industry standard servers Oracle Solaris 10 

Windows Server 2003 

Windows Server 2008 

Windows Server 2012 

Red Hat Enterprise Linux AS/ES (v.4) 
Red Hat Enterprise Linux 5 




















Red Hat Enterprise Linux 6 





SUSE Linux Enterprise Server 10 





SUSE Linux Enterprise Server 11 





VMware vSphere 4 





VMware vSphere 4.1 





VMware vSphere 5 











VMware vSphere 5.1 
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Chapter 3 
Connection Configurations 





This chapter explains the possible connections for ETERNUS DX Disk storage system operation. 


Figure 3.1 Connection configuration 


Storage Area Network (SAN) 








LAN for operation management 





Management/Monitoring 





Remote support 
center 






















Switch 






ETERNUS = 
DX Disk storage 
SAN/WAN system A 
for remote copy PWC 


















Administration terminal 








fu Mun Power synchronized unit 











Uninterruptible 
Power Supply (UPS) 











ETERNUS 
DX Disk storage 
system 








Power control 


CA: Host interface 
This is an interface that is used to connect to the server HBA or switch. 
RA: Remote interface 
This is an interface that is used for remote copy. 
LAN: This is used to connect a terminal for monitoring operations and device settings. 
This is also used to connect to the remote support center using the remote support function. 


PWC: PWC port 
This is used to enable the ETERNUS DxX Disk storage system to be powered on and off with servers. 


3.1 Host Connections (SAN) 
mm 


Storage Area Network (SAN) is a dedicated network to connect ETERNUS DX Disk storage systems to servers 


(hosts). 

FC, iSCSI, FCoE, and SAS are available as host interfaces. Depending on the connection configuration, the 
destination can be a server HBA or a switch. 

Using driver software for multipath control enables reliable and high performance connection configurations 
by controlling the server and the ETERNUS DX Disk storage system with multiple paths. 

This section describes each host interface. 
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3.2 Remote Connections (SAN/WAN) 


@ FC (Fibre Channel) 


FC enables high speed data transfer over long distances by using optical fibers and coaxial cables. FC is 
used for database servers where enhanced scalability and high performance are required. 


@ iscsi 


iSCSI is a communication protocol that transfers SCSI commands by encapsulating them in IP packets over 
Ethernet. Since iSCSI can be installed at a lower cost and the network configuration is easier to change 
than FC, iSCSI is commonly used by divisions of large companies and by small and medium-sized 
companies where scalability and cost-effectiveness are valued over performance. 


@ FCoE 


Since Fibre Channel over Ethernet (FCoE) encapsulates FC frames and transfers them over Ethernet, a LAN 
environment and an FC-SAN environment can be integrated. When there are networks for multiple 1/0 
interfaces (e.g. ina data center), the networks can be integrated and managed. 


@ SAS 
SAS (Serial Attached SCSI) is a serial transfer host interface that is as reliable as the normal (parallel) SCSI 
interface. 
SAS is commonly used for small-sized systems where performance and cost-effectiveness are valued over 
scalability. 


3.2 Remote Connections (SAN/WAN) 
mm 


Data backup (remote copy) can be performed without using servers by connecting ETERNUS DX Disk storage 
systems. Remote copy is a function that is used to mirror drive data, create a snapshot, and back up data 
between separate ETERNUS DX Disk storage systems. 

Remote copy supports FC and iSCSI interfaces. SAN and WAN (wide area network) are used to transfer data 
between ETERNUS DX Disk storage systems. 

This section describes each remote interface. 


@ FC (Fibre Channel) 


Data can be copied and operated by taking advantage of the high speed and reliability of FC. By 
compressing the data that is to be transferred using a network device, data can be transferred at high 
speeds. 


@ iSCSI 


Remote copy can be performed without FCIP converters when an IP line is used. 
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3.3 LAN 


3.3 


3.4 





LAN 
————————————&K;_;_;——_—_— 


For ETERNUS DX Disk storage systems, operations such as RAID configuration, operation management, and 
system maintenance are performed via the LAN. 

The functions of the management/monitoring server on the LAN, which include SNMP (device monitoring), 
SMTP (sending e-mails), NTP (time correction), syslog (event notification and audit log sending), RADIUS 
(user authentication), and KMIP (key management) can also be used. 

Any errors that occur in the ETERNUS DX Disk storage system are notified to the remote support center when 
remote support is used. 


Power Synchronization 


Powering the ETERNUS DX Disk storage system on and off can be automatically controlled with a server. 


@ Power synchronized unit 


A power synchronized unit detects changes in the AC power output of the Uninterruptible Power Supply 
(UPS) unit that is connected to the server and automatically turns on and off the ETERNUS DX Disk storage 
system. 
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4.1 


System Configuration 


This chapter explains points to note before configuring a system using the ETERNUS DX Disk storage system. 


RAID Levels 
ee 


This section explains RAID group configuration and the supported RAID levels and usage (RAID level selection 
criteria). 


Supported RAID levels and mechanism 
The ETERNUS DX Disk storage system supports the following RAID levels. 


e RAIDO (striping) 

¢ RAID1 (mirroring) 

e RAID1+0 (striping of pairs of drives for mirroring) 

e RAIDS (striping with distributed parity blocks) 

e RAID5+0 (double striping with distributed parity) 

¢ RAID6 (striping with distributed double parity blocks) 


D 
A\ CAUTION rr 


e Remember that a RAIDO configuration is not redundant. This means that if a 
RAIDO drive fails, the data will not be recoverable. 
Therefore, using a RAID1, RAID1+0, RAIDS, RAID5+0, or RAID6 configuration is 
recommended. 
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4.1 RAID Levels 


Each RAID level description is shown below. 
@ RAIDO (striping) 
Data is split in unit of blocks and stored across multiple drives. 


Figure 4.1 RAIDO concept 


Data writing request 























= | 
se tGe 


@ RAID1 (mirroring) 


RAID1 stores the same data on two duplicated drives at the same time. 
If one drive fails, other drive continues operation. 


Figure 4.2. RAID1 concept 


Data writing request 




















B/C 





ti 
ee 
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4.1 RAID Levels 





@ RAID1+0 (striping of pairs of drives for mirroring) 
RAID1+0 combines the performance of RAIDO (striping) with the reliability of RAID1 (mirroring). 


Figure 4.3 RAID1+0 concept 


Data writing request 





A|B|Cy]D 























—— > Striping (RAIDO) 
<> Mirroring (RAID1) 





@ RAIDS (striping with distributed parity) 


Data is divided into blocks and allocated across multiple drives together with parity information created 
from the data in order to ensure the redundancy of the data. 


Figure 4.4 RAID5 concept 


Data writing request 























D Co 








a 
Create parity data 
a 














HDD3 HDD4 





Parity for data A to D: P A, B, C, D 
Parity for data E to H:P E, F,G,H 
Parity for dataltoL: Pl,J,K,L 

Parity for data M to P:P M,N, O, P 
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4.1 RAID Levels 


@ RAID5+0 (double striping with distributed parity) 


Multiple RAIDS volumes are RAIDO striped. For large capacity configurations, use of RAID5+0 instead of 
RAIDS results in enhanced performance, improved reliability, and shorter rebuilding times. 


Figure 4.5 RAID5+0 concept 


Data writing request 











B/}C|]D 














Striping (RAIDO) 








Striping with 
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(RAIDS) 





Striping (RAIDO) 


= > Striping with 
distributed parity 
(RAID5) 
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4.1 RAID Levels 


@ RAID6 (striping with distributed double parities) 


RAID6 stores two different parities on different drives (double parities) to recover from up to two drive 
failures. 


Figure 4.6 RAID6 concept 


Data writing request 











D c 


























| D | Create parity data 








HDDO HDD1 HDD2 HDD3 HDD4 HDD5 


Parity for data Ato D: P1A,B,C,D and P2A,B,C,D 
Parity for data E to H: P1E,F,G,Hand P2E,F,G,H 
Parity fordataltoL: P11,J,K,L and P21, J,K,L 
Parity for data M to P: P1 M,N, O, Pand P2M,N, 0, P 


M@ Reliability, performance, capacity for each RAID level 


Table 4.1 shows the comparison result of reliability, performance, capacity for each RAID level. 


Table 4.1 User capacity for each RAID level 























RAID level Reliability Performance (*1) Capacity 
RAIDO Poor Very Good Very Good 
RAID1 Good Good Reasonable 
RAID1+0 Good Very Good Reasonable 
RAIDS Good Good Good 
RAID5+0 Good Good Good 
RAID6 Very Good Good Good 














*1: Performance may differ according to the number of drives and the processing method from the host. 


™@ Recommended RAID level 


Select the appropriate RAID level according to the usage. 
e Recommended RAID level is RAID1, RAID1+0, RAIDS, RAID5+0 and RAID6. 
e For read and write performance, RAID1+0 configuration is recommended. 


e For read only file servers and backup servers, RAIDS, RAID5+0, or RAID6 can also be used. However, if the 
drive fails, note that data restoration from parities and rebuilding process may result in a loss in 
performance. 
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4.2 





RAID Groups 





This section explains RAID groups. 

A RAID group is a group of drives. It is a unit that configures RAID. Multiple RAID groups with the same RAID 
level or multiple RAID groups with different RAID levels can be set together in the ETERNUS DX Disk storage 
system. After a RAID group is created, RAID levels can be changed and drives can be added. 

The same size drives (2.5", 3.5") and the same kind of drives (SAS, Nearline SAS, SLC type SSD, MLC type SSD, 
or SED) must be used to configure a RAID group. 


Figure 4.7 Example of a RAID group 


SAS SAS SAS SAS SAS SSD SSD SSD SSD 
600GB 600GB 600GB 600GB 600GB 200GB 200GB 200GB 200GB 


RAID group 1 RAID group 2 





























Table 4.2 shows the recommended number of drives that configure a RAID group. 


Table 4.2 Recommended number of drives per RAID group 


























RAID level Number of configuration drives Recommended number of drives (*1) 
RAID1 2 2(1D+1M) 
RAID1+0 4 to 32 4(2D+2M), 6(3D+3M), 8(4D+4M), 10(5D+5M) 
RAIDS 3 to 16 3(2D+1P), 4(3D+1P), 5(4D+1P), 6(5D+1P) 
RAID5+0 6 to 32 3(2D+1P) x 2, 4(3D+1P) x 2, 5(4D+1P) x 2, 6(5D+1P) x 2 
RAID6 5 to 16 5(3D+2P), 6(4D+2P), 7(5D+2P) 





*1: D=Data, M = Mirror, P = Parity 


@ Note 


e Sequential access performance hardly varies with the number of drives for the RAID group. 

e Random access performance tends to be proportional to the number of drives for the RAID group. 

e Use of higher capacity drives will increase the time required for the drive rebuild process to complete. 

¢ The higher the number of drives in a RAIDS, RAID5+0, or RAID6 configuration, the longer the period of 
time for data restoration and rebuilding processes from parities. 

¢ To use the Thin Provisioning function or the Flexible Tier function, the drive area of the virtual volume is 
managed using a pool. 
The following table shows the RAID configurations that can be registered in a Thin Provisioning Pool or a 
Flexible Tier Pool. 
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4.3 Volumes 


4.3 


Table 4.3 RAID configurations that can be registered in a Thin Provisioning Pool or a Flexible Tier Pool 























RAID level Number of configuration drives 
RAIDO (*1) 4(4D) 
RAID1 2(1D+1M) 
RAID1+0 4(2D+2M), 8(4D+4M), 16(8D+8M), 24(12D+12M) 
RAIDS 4(3D+1P), 5(4D+1P), 8(7D+1P), 9(8D+1P), 13(12D+1P) 
RAID6 6(4D+2P), 8(6D+2P), 10(8D+2P) 





*1: Use of RAIDO is not recommended because it is not redundant. For RAIDO configurations, data may be lost due to 


the failure of a single drive. 
For details about the Thin Provisioning function, refer to "6.1.1 Thin Provisioning" (page 77). 
For details about the Flexible Tier function, refer to "6.1.2 Flexible Tier (Automatic Storage Layering)" 


(page 78). 








An assigned CM is allocated to each RAID group. For details, refer to "5.5.4 Assigned CMs" (page 72). 





Volumes 





This section explains volumes. 
Logical drive areas in RAID groups are called volumes. 
A volume is the basic RAID unit that can be recognized by the server. 


Figure 4.8 Volume concept 




































































Be es 7 aS 
Volume 1 
Volume 3 
a, — ee ee 2 eee 


RAID group 1 RAID group 2 








A volume may be up to 128TB. However, the maximum capacity of volume varies depending on the OS of the 
server. 

A volume can be expanded or moved if required. Multiple volumes can be concatenated and treated as a 
single volume. 
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4.3 Volumes 


The types of volumes that are listed in the table below can be created in the ETERNUS DX Disk storage system. 


Table 4.4 Volumes that can be created 





Type 


Usage 


Maximum capacity 





Standard/Open 


This volume is used for normal usage, such as file systems and 
databases. The server recognizes it as a single logical unit. 


128TB (*1) 





Snap Data Volume (SDV) 


The area of this volume is used as the copy destination for 
SnapOPC/SnapOPC+. There is a SDV for each copy destination. 


Approximately 0.1% 
of the SDV virtual 

















capacity 
This volume is used to configure the Snap Data Pool (SDP) 
Snap Data Pool Volume area. The SDP capacity equals the total capacity of the SDPVs. TB 
(SDPV) Avolume is supplied from a SDP when the amount of updates 
exceeds the capacity of the SDV. 
oo vonine This virtual volume is created in a Thin Provisioning Pool area. | 128TB (*2) 
Flexible Tier Volume (FTV) This volume is a target volume for layering. Data is 
automatically redistributed in small block units according to 128TB (*2) 
the access frequency. An FTV belongs to a Flexible Tier Pool. 
Wide Striping Volume (WSV) | This volume is created by concatenating distributed areas in 
from 2 to 64 RAID groups. Processing speed is fast because 128TB 
data access is distributed. 
ODX Buffer This volume is a dedicated volume that is required to use the 
Offloaded Data Transfer (ODX) function of Windows Server 
2012. When data is updated while a copy is being processed, 1TB 





this area is used to save the source data. The volume type is 
Standard/Open, TPY, or FTV. 








*1: When multiple volumes are concatenated using the LUN Concatenation function, the maximum capacity is also 


128TB. 


*2: The maximum total capacity of volumes and the maximum pool capacity in the ETERNUS DX Disk storage system are 


also 128TB. 


After a volume is created, formatting automatically starts. A server can access the volume while it is being 
formatted. Wait for the format to complete if high performance access is required for the volume. 


Plat: TI ———————— 


Volumes have different stripe sizes that depend on the RAID level and the stripe depth parameter. 
The available user capacity can be fully utilized if an exact multiple of the stripe size is set for the volume 


size. 


If an exact multiple of the stripe size is not set for the volume size, unusable areas may remain. 
Refer to "ETERNUS Web GUI User's Guide" for details about the stripe size. 
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4.4 Drives 
a 


The ETERNUS DX Disk storage system supports the latest drives that have the high-speed Serial Attached SCSI 
(6Gbit/s) interface. 


SAS disks, Nearline SAS disks, and SSDs can be installed in the ETERNUS DX Disk storage system. Some drive 
types have a data encryption function. 

2.5" and 3.5" drive sizes are available. 

Since 2.5" drives are lighter and require less power than 3.5" drives, the total weight and power consumption 
when 2.5" drives are installed is less than when the same number of 3.5" drives is installed. 

When the data I/O count is compared based on the number of drives in an enclosure (2.5" drives: 24, 3.5" 
drives: 12), the Input Output Per Second (IOPS) performance for each enclosure in a 2.5" drive configuration is 
superior to a 3.5" drive configuration since more 2.5" drives can be installed in an enclosure than 3.5" drives. 


™ Drive types 


@ SAS disks 


SAS disks are reliable disks with high performance. SAS disks are used to store high performance 
databases and other frequently accessed data. 


@ Nearline SAS disks 


Nearline SAS disks are high capacity cost effective disks for data backup and archive use. Nearline SAS 
disks can store information that requires a low access rate at a reasonable speed more cost effectively than 
SAS disks. 


PP atin 


e Nearline SAS disks are used to store data that does not need the access performance of SAS disks. 
They are far more cost effective than SAS disks. (It is recommended that SAS disks be used for data 
that is constantly accessed or when high performance/reliability is required.) 


e If the ambient temperature exceeds the operating environment conditions, Nearline SAS disk 
performance may be reduced. 


e Nearline SAS disks can be used as Advanced Copy destinations and for the storage of archived data. 


e When Nearline SAS disks are used as an Advanced Copy destination, delayed access responses and 
slower copy speeds may be noticed, depending on the amount of I/O and the number of copy 
sessions. 
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@ SSDs 


SSDs are reliable drives with high performance. SSDs are used to store high performance databases and 
other frequently accessed data. 

SSDs use flash memory as their storage media and provide better random access performance than SAS 
and Nearline SAS disks. Containing no motors or other moving parts, SSDs are highly resistant to impact 
and have low power consumption requirements. 


SSDs support Single Level Cells (SLC) and Multi Level Cells (MLC). 
- 100GB, 200GB, and 400GB SLC type SSDs are available. 
- 400GB and 800GB MLC type SSDs are available. Because MLC type SSDs are cheap, cost can be reduced. 


When SLC type SSDs (which can only record two states in a cell) are compared to MLC type SSDs (which can 
record four states in a cell), a higher capacity can be achieved with MLC type SSDs. 

Even though SSDs with flash memory have limits on the number of rewrite operations, both SLC and MLC 
type SSDs, which are supported by the ETERNUS DX Disk storage system, have the high level wear leveling 
function and sufficient extra areas to prevent the number of rewrite operations from exceeding the limit 
within the product warranty period. 

Note that the number of rewrite operations may exceed the limit within the product warranty period if 
400GB MLC type SSDs are used in a RAID1 configuration that has a high I/O access load. Using a RAID1+0, 
RAIDS, RAID5+0, or RAID6 configuration is recommended when 400GB MLC type SSDs are used. 


The table below shows the drive characteristics of SAS disks, Nearline SAS disks, and SSDs. 


Table 4.5 Drive characteristics 














Type Reliability Performance Price per bit 
SAS disks Good Good Reasonable 
Nearline SAS disks Reasonable Reasonable Low 
SSDs Very good Very good High 














aq ———————————E 


Some functions cannot be used with some types of drives. 
e Eco-mode cannot be set for SSDs. 


¢ Do not use different types of drives in a RAID group. Use the same type of drives when adding capacity to 
a RAID group (RAID Migration, Logical Device Expansion). 
For details on each function, refer to "Chapter 5 Basic Functions" (page 48). 
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™ Encryption-compliant 
Self Encrypting Drives (SEDs) are offered for the 2.5" SAS disks. 


@ Self Encrypting Drives (SEDs) 


Each SED has an encryption function. 

Authentication keys are required to access SEDs. There are two types of SED authentication keys; an 
authentication key (a common key that is shared by all of the SEDs) that is created in the ETERNUS DX Disk 
storage system and an authentication key that is created in the key server. 

- Only one key can be registered in each ETERNUS DX Disk storage system. This common key is used for 
all of the SEDs that are installed. Once the key is registered, the key cannot be changed or deleted. The 
common key is used to authenticate RAID groups when key management server linkage is not used. 

- To use the authentication key in a key server, a key group needs to be created. Multiple RAID groups 
can be registered in a key group. Note that only one key group can be created in each ETERNUS DX Disk 
storage system. Only one authentication key can be specified for each key group. The authentication 
key for a key group can be changed. 


For details, refer to "5.2.5 Key Management Server Linkage" (page 58). 


Pq ———————————— 


e When using SEDs, the firmware version of the ETERNUS DX Disk storage system must be V10L20 or 
later. If the firmware version is earlier than V10L20, SED access performance may be reduced. 

e When using the key management server linkage function, the firmware version of the ETERNUS DX 
Disk storage system must be V10L46 or later. 

e The firmware version can be checked via ETERNUS Web GUI or ETERNUS CLI. When upgrading 
firmware is required, contact your sales representative. 
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4.4,] User Capacity of Drives 


Table 4.6 shows the user capacity for each drive. 


Table 4.6 User capacity per drive 












































Product name (*1) User capacity 
100GB SSD 92,672MB 
200GB SSD 186,624MB 
400GB SSD 374,528MB 
800GB SSD 750,080MB 
300GB SAS disk 279,040MB 
450GB SAS disk 419,072MB 
600GB SAS disk 559,104MB 
900GB SAS disk 839,168MB 
1TB Nearline SAS disk 937,728MB 
2TB Nearline SAS disk 1,866,240MB 
3TB Nearline SAS disk 2,799,872MB 
4TB Nearline SAS disk 3,733,504MB 





*1: The capacity that is listed above for the product names of the drives is based on the assumption that 1MB = 1,000 


bytes, while the user capacity per drive is based on the assumption that 1MB = 1,024? bytes. Furthermore, OS file 
management overhead will reduce the actual usable capacity. 

The user capacity does not change even when the drive sizes (2.5"/3.5") are different, or whether or not the drive is 
encryption-compliant (SED). 


44.2 User Capacity for Each RAID Level 


The user capacity depends on the capacity of drives that configure a RAID group and the RAID level. 
Table 4.7 shows the formula for calculating the user capacity for each RAID level. 


Table 4.7 Formula for calculating user capacity for each RAID level 























RAID level Formula for user capacity computation 
RAIDO Drive capacity x Number of drives 
RAID1 Drive capacity x Number of drives + 2 
RAID1+0 Drive capacity x Number of drives + 2 
RAIDS Drive capacity x (Number of drives - 1) 
RAID5+0 Drive capacity x (Number of drives - 2) 
RAID6 Drive capacity x (Number of drives - 2) 
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4.4.3 Drive Installation 


No restrictions on the installation location of drives apply if the same types of drives are used to create RAID 
groups. 

To improve reliability, the installation location of drives that configure a RAID group must be considered. 
When a RAID level that performs mirroring (RAID1, RAID1+0) is created, installing drives that are configured 
in pairs to different enclosures improves reliability. 


RAID1+0 is used in the following examples to explain the drive combinations for RAID levels that configure 
mirrored pairs. 

The drive number is determined by the DE-ID of the drive enclosure and the slot number in which the drive is 
installed. Starting from the smallest drive number in the configuration, half of the drives are allocated into 
one group and the remaining drives are allocated into the other group. Each drive in the different groups are 
paired for mirroring. 


Example 1: All drives are installed in a single drive enclosure 


Figure 4.9 Drive combination 1 
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Example 2: Paired drives are installed in two different drive enclosures 


Figure 4.10 Drive combination 2 
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4.5 





Example 3: Paired drives are installed in three different drive enclosures 


Figure 4.11 Drive combination 3 
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Hot spares are used as spare drives for when drives in a RAID group fail, or when drives are in error status. 


Figure 4.12 Hot spares 
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AD. 


4.5.2 


Hot Spare Types 


Two types of hot spares are available: 


¢ Global Hot Spare 
This is available for any RAID group. When multiple hot spares are installed, the most appropriate drive is 
automatically selected and incorporated into a RAID group. 


¢ Dedicated Hot Spare 
This is only available to a specified RAID group. 


@ Note 


Assign "Dedicated Hot Spares" to RAID groups that contain important data, in order to preferentially improve 
their access to hot spares. 


Number of Hot Spares for Installation 


The number of required hot spares is determined by the total number of drives. 
The following table shows the recommended number of hot spares for each drive type. 


Table 4.8 Recommended number of hot spares for each drive type 














Total number of drives 
Model 
up to 120 up to 240 
ETERNUS DX80 S2 1 - 
ETERNUS DX90 S2 1 2 











Register hot spares to ensure steady operation of the ETERNUS DX Disk storage system. If a free hot spare is 
available and one of the RAID group drives has a problem, data of this drive is automatically replicated in the 
hot spare. 


Ifa combination of SAS disks, Nearline SAS disks, SSDs, and SEDs is installed in the ETERNUS DX Disk storage 
system, each different type of drive requires a corresponding hot spare. 

There are two types of SSDs; SLC type SSDs and MLC type SSDs. Sorting by drive type is not necessary. 

There are two types of SAS disks; 10,000rpm type SAS disks and 15,000rpm type SAS disks. If a drive error 
occurs and a hot spare is configured in a RAID group with different speed drives, the performance of all the 
drives in the RAID group is determined by the drive with the slowest speed. 

When using SAS disks with different speeds, prepare hot spares that correspond to the different speed drives if 
required. 

The capacity of each hot spare must be equal to the largest capacity of the same-type drives. 
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PCat, Ei 


When multiple Global Hot Spares are installed, the following criteria are used to select which hot spare will 
replace a failed drive: 


Table 4.9 Hot spare selection 








Selection Selection criteria 
order 
] A hot spare of the same type, the same capacity, and the same speed as the failed drive 





A hot spare of the same type, a larger capacity, and the same speed as the failed drive (*1) 











2 
3 A hot spare of the same type, the same capacity, and a different speed to the failed drive 
4 A hot spare of the same type, a larger capacity, and a different speed to the failed drive (*1) 





*1: When there are multiple hot spares with a larger capacity than the failed drive, the hot spare with the smallest 


capacity among them is used first. 
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5.1 


This chapter explains the basic functions of ETERNUS DX Disk storage systems. 


Data Protection 


The ETERNUS DX Disk storage system has functions to securely protect user data when an error occurs. 


Data Block Guard 


When the ETERNUS Dx Disk storage system receives data from the server (when data is written from the 
server), the Data Block Guard function adds eight bytes check codes to each block (every 512 bytes) of the 
user data and verifies the user data at multiple checkpoints to ensure data consistency. This function can 
detect a data error when data is destroyed or data corruption occurs. When the ETERNUS DX Disk storage 
system sends data to the server (when data is read from the server), the check codes are removed after the 
check, ensuring that data consistency is verified in the whole storage system. 

If an error is detected while data is being written, the data is read again from the data that is duplicated in the 
cache memory. This data is checked for consistency and then written. 

If an error is detected while data is being read from a drive, the data is restored using RAID redundancy. 


Figure 5.1 Data block guard function 
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5.1.2 Disk Patrol 


The Disk Patrol function regularly diagnoses and monitors the operational status of all disks that are installed 
in the ETERNUS DX Disk storage system. Disks are checked (read check) regularly as a background process. 
For disk checking, read check is performed sequentially for a part of the data in all the disks. If an error is 
detected, data is restored using disks in the RAID group and the data is written back to another block of the 
disk in which the error occurred. 


Figure 5.2. Disk check 
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@ Note 


Disks that are stopped by Eco-mode are checked when the disks start running again. 
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5.1.3 Redundant Copy 


When the Disk Patrol function decides that preventative maintenance is required for a drive, the Redundant 
Copy function uses the remaining drives to re-create the data of the maintenance target drive and writes the 
data to the hot spare. The Redundant Copy function enables data to be restored while maintaining data 
redundancy. 


Figure 5.3 Redundant Copy function 
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@ Note 


Ifa bad sector is detected when a drive is checked, a replacement track is automatically allocated. This drive 
is not recognized as having a drive failure during this process. However, the drive will be disconnected by the 
Redundant Copy function if the spare sector is insufficient and the problem cannot be solved by allocating a 
replacement track. 


ETERNUS DX80 S2/DX90 S2 Disk storage system Overview 
Copyright 2015 FUJITSU LIMITED P3AM-4812-13ENZO 


Chapter 5 Basic Functions 
5.1 Data Protection 


5.1.4 


Rebuild/Copyback 


When a drive fails and RAID group redundancy is broken, Rebuild/Copyback restores the drive status back to 
normal status as a background process. If a free hot spare is available when one of the RAID group drives has 
a problem, data of this drive is automatically replicated in the hot spare. This ensures data redundancy. 


Figure 5.4 Rebuild/Copyback function 
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5.2. Security 


The ETERNUS DX Disk storage system provides various enhanced security functions. 


a2 si Account Management 


Proper user account management is very important to configure a system where security is paramount. 
The ETERNUS DX Disk storage system allocates roles and access authority when a user account is created, and 


sets which functions can be used depending on the user privileges. 


Since the authorized functions of the storage administrator are classified according to the usage and only 
minimum privileges are given to the administrator, security is improved and operational mistakes and 


management hours can be reduced. 


Figure 5.5 Account management 
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5.2.2 User Authentication 


Internal Authentication and External Authentication are available as logon authentication methods. RADIUS 
authentication can be used for External Authentication. 


@ Internal Authentication 


Internal Authentication is performed using the authentication function of the ETERNUS DX Disk storage 
system. 

The following authentication functions are available when the ETERNUS DX Disk storage system is connected 
via a LAN using operation management software. 


@ User account authentication 


User account authentication uses the user account information that is registered in the ETERNUS DX Disk 
storage system to verify user logins. Up to 64 user accounts can be set. 


@ SSL authentication 


ETERNUS Web GUI supports https connections using SSL/TLS. Since data on the network is encrypted, 
security can be ensured. Server certifications that are required for connection are obtained by installing 
authenticated certifications or by being automatically created in the ETERNUS DX Disk storage system. 


@ SSH authentication 


Since ETERNUS CLI supports SSH connections, data on the network can be encrypted and sent/received. The 
server key for SSH varies depending on the ETERNUS DX Disk storage system. When the server certification 
is updated, the server key is updated as well. 

Password authentication and client public key authentication are available as authentication methods for 
SSH connections. 

The following table shows the supported client public keys. 


Table 5.1 Type of client public key 














Type of public key Complexity (bits) 
OpenSSH style RSA for SSH v1 1024, 2048, 4096 
IETF style DSA for SSH v2 1024, 2048, 4096 
IETF style RSA for SSH v2 1024, 2048, 4096 








The following iSCSI authentication is available for a host connection and remote copy. 


@ iSCSI authentication 


The Challenge Handshake Authentication Protocol (CHAP) is supported for iSCSI connections. For CHAP 
Authentication, unidirectional CHAP or bidirectional CHAP can be selected. When unidirectional CHAP is 
used, the target authenticates the initiator to prevent fraudulent access. When bidirectional CHAP is used, 
the target authenticates the initiator to prevent fraudulent access and the initiator authenticates the 
target to prevent impersonation. CHAP is supported by host connections (iSCSI-CA) and REC connections 
(iSCSI-RA). In addition, Internet Storage Name Service (iSNS) is supported as the iSCSI name solution. 


ETERNUS DX80 S2/DX90 S2 Disk storage system Overview 
Copyright 2015 FUJITSU LIMITED P3AM-4812-13ENZO 


Chapter 5 Basic Functions 
5.2 Security 


@ External Authentication 


External Authentication uses the user account information (user name, password, and role name) that is 
registered on an external authentication server. 


@ RADIUS authentication 


Use of the Remote Authentication Dial-In User Service (RADIUS) protocol enables the consolidation of 
authentication information for remote access. 

An authentication request is sent to the RADIUS authentication server that is outside the ETERNUS system 
network. The authentication method can be selected from CHAP and PAP. Two RADIUS authentication 
servers can be connected to balance user account information and to create a redundant configuration. 
The RADIUS server authenticates the user and responds with the ETERNUS DX Disk storage system role(s) 
identified by the Vendor Specific Attribute (VSA). 


3.2.3 Host Affinity 


The host affinity function prevents data from being damaged due to inadvertent storage access. 

By defining a server that can access the volume, security can be ensured when multiple servers are connected. 
A server can access the volume by associating the server that is allowed to access the volume with the volume. 
Volumes that are accessed can be set for each host interface port. 
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Figure 5.6 Host affinity 
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Permission for Server C 


LUN#0 ~* Volume#512 ... LUN#255 ~+ Volume#767 






Permission for Server D 


LUN#0 ~* Volume#768 ... LUN#255 -* Volume#1023 


By using the host affinity function, a host interface port can be shared by multiple servers in a cluster system 
or in a system in which servers with different OSs exist together. 


@ Note 


e When using an FC switch, an FCoE switch, or a SAS switch, perform zoning settings for each switch. For 
details on zone settings, refer to "User's Guide -Server Connection-" or the manual that is provided with 
the switch. 

e When using a LAN switch for iSCSI connections, use a LAN switch that has the VLAN function and allocate 
a separate segment to each server. 

For details on settings, refer to "User's Guide -Server Connection-" or the manual that is provided with the 
LAN switch. 
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5.2.4 


The following table shows the specifications of the host affinity function: 


Table 5.2 Host affinity function specifications 














Functional specification Maximum setting 
Number of connectable hosts (max.) (*1) 1,024 
Number of LUNs that can be set per CA port 256 
(max.) (*2) 512 (*3) 
per host 256 

512 (*4) 

1,024 (*5) 

4,096 (*6) 











*1: 


*2: 


#3: 
*A: 
*5: 
*6: 


The maximum number of host information (HBAs) that can be registered. A WWN is registered as the host informa- 
tion when the HBA of the connected server is FC/FCoE. A SAS address is registered for a SAS HBA and the iSCSI name 
and IP address are registered as a set for an iSCSI HBA. 

When there are two host interface ports for each ETERNUS DX Disk storage system, the maximum number of con- 
nectable hosts is 512. Since the maximum number of connectable hosts for each port is 256, the maximum number 
of connectable hosts for each ETERNUS DX Disk storage system is 256 x the number of ports when the number of 
host interface ports is 4 ports or less. 

The maximum number of LUNs that can be set varies depending on the connection operation mode of the host 
response settings. For details on the mode, refer to "5.5.5 Connection Operation Mode" (page 73). 

This value is for AIX mode, NR1000V mode, HP-UX mode, or BS2000 mode. 

This value is for AIX mode or NR1000V mode. 

This value is for HP-UX mode. 

This value is for BS2000 mode. 





Data Encryption 


Encrypting data as it is being written to the drive prevents information leakage caused by fraudulent 
decoding. 

Even if a drive is removed and stolen by malicious third parties, data cannot be decoded. 

The encryption function only encrypts the data stored on the drives, so server access results in the 
transmission of plain text. Therefore, this function prevents data leakage from drives that are physically 
removed, but does not prevent data leakage from server access. 


The following two types of data encryption are supported: 
e Self Encrypting Drive 


Data encryption with the encryption function of a Self Encrypting Drive (SED) that performs self encryption 


e Volume conversion encryption 


Data encryption with the encryption function of the firmware for the ETERNUS DX Disk storage system on a 
volume basis 


Encryption using SEDs is recommended because SEDs do not affect system performance. 
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Table 5.3 Data encryption function specifications 

















Functional specification Self Encrypting Drive (SED) Volume conversion encryption 
Type of key Authentication key Encryption key 
Encryption unit Drive Volume, Pool (RAID group) 
Encryption method AES256 AES128 (*1)/Fujitsu original 
Key management server linkage Yes No 











*1: AES (Advanced Encryption Standard: Federal Information Processing Standards) method 


The Fujitsu original encryption method uses a Fujitsu original algorithm that has been specifically created for 
ETERNUS DX Disk storage systems. 


The following section describes the features of each encryption function. 


m™ Self Encrypting Drive 


Each SED has the encryption function and data can be encrypted by controlling the encryption function of an 
SED from the controller. 

An SED uses an encryption key when encrypting and writing data. This encryption key cannot be read from an 
SED. 

The controller performs authentication by using the authentication key that is stored in the controller or by 
using the authentication key that is retrieved from the key server to access the drives. For the authentication 
key that can be registered in the ETERNUS DX Disk storage system, this key can be automatically created by 
using the settings in ETERNUS Web GUI or ETERNUS CLI. 

By linking with the key server, the authentication key of an SED can be managed from the key server. 
Creating and storing an authentication key in a key server makes it possible to manage the authentication 
key more securely. 

By consolidating authentication keys for multiple ETERNUS DX Disk storage systems in the key server, the 
management cost of authentication keys can be reduced. Key management server linkage can be used with 
an SED authentication key operation. Only one type of authentication key can be registered in each device. 


m Volume conversion encryption 


This function converts a volume to an encrypted volume in the ETERNUS DX Disk storage system. Encryption is 
performed when data is written from the cache memory to the drive. 

When encrypted data is read, the data is decrypted in the cache memory. 

For Standard/Open volumes, SDVs, and SDPVs, encryption is performed for each volume. For Thin Provisioning 
Volumes and Flexible Tier Volumes (FTVs), encryption is performed for each pool. 

The Fujitsu original method has practically the same security level as AES128. The time that is required for 
conversion is shorter than AES. The Fujitsu original encryption method is recommended for use unless a 
standard encryption method is required. 
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Figure 5.7 Data encryption 
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ee Key Management Server Linkage 


Security for authentication keys that are used for authenticating encryption from Self Encrypting Drives (SEDs) 
can be enhanced by managing the authentication key in the key server. 


° Key life cycle management 
An authentication key is created and stored in the key server. A key can be obtained by accessing the key 
server from the ETERNUS DX Disk storage system when required. 
A key cannot be stored in the ETERNUS DX Disk storage system. Managing an authentication key in an area 
that is different from where an SED is stored makes it possible to manage the key more securely. 


e Key management consolidation 
When multiple ETERNUS DX Disk storage systems are used, a different authentication key for each 
ETERNUS DX Disk storage system can be stored in the key server. 
The key management cost can be reduced by consolidating key management. 


e Key renewal 
An authentication key is automatically renewed before it expires by setting a key expiration date. 
Security against information leakage can be enhanced by regularly changing the authentication key. 
The authentication key is automatically changed after the specified period of time. Key operation costs can 
be reduced by changing the key automatically. However, the key can be changed manually if required. 


Table 5.4 Functions for SED authentication keys and key management server linkage 




















Function SED authentication key Key management server linkage 
Key creation In the storage system Key server 
Key storage In the storage system Key server 
Key renewal (auto/manual) No Yes 
Key compromise (*1) No Yes 
Key backup No Yes 











*1: The key becomes unavailable in the key server. 
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An authentication key that is used to access data in specific RAID groups can be set up in the key server. 

RAID groups that use the same authentication key must be registered in the key server. Authentication for 
access to the registered RAID groups is performed by acquiring the key from the key server when an ETERNUS 
DX Disk storage system is started. Multiple RAID groups can be registered in a key group. Note that only one 
key group can be created in each ETERNUS DX Disk storage system. Only one authentication key can be 
specified for each key group. 


The Key Management Interoperability Protocol (KMIP), which is a standard protocol for key management, is 
used for key management server linkage. Note that ETERNUS SF KM is required when linking with the key 
management server. 


Figure 5.8 Key server 
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@ Note 


e SEDs (RAID group) that are not registered in a key server are encrypted by using the authentication key 
(common key) that is stored in the ETERNUS DX Disk storage system. 

e A hot spare cannot be registered in a key group. 
For Global Hot Spares, an authentication key can be specified according to the setting of the key group for 
the RAID groups when a Global Hot Spare is configured as a secondary drive for the RAID groups that are 
registered in the key group. 
For Dedicated Hot Spares, an authentication key can be specified according to the setting of the key 
group for the target RAID group when a Dedicated Hot Spare is registered. 

e When using the key management server linkage function, the firmware version of the ETERNUS DX Disk 
storage system must be V10L46 or later. The firmware version can be checked via ETERNUS Web GUI or 
ETERNUS CLI. When upgrading firmware is required, contact your sales representative. 
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5.2.6 


Audit Log 


The ETERNUS DX Disk storage system can send information such as access records by the 
administrator and setting changes as audit logs to the syslog servers. 

Audit logs are audit trail information that record operations that are executed for the ETERNUS DX 
Disk storage system and the response from the system. This information is required for auditing. 
By using audit logs, all of the operations and any unauthorized access that may affect the system 
can be monitored. 

Syslog protocols (RFC 3164 and RFC 5424) are supported for audit logs. 

Information that is to be sent to the syslog servers is not saved in the ETERNUS DX Disk storage 
system. This information is sent to the syslog servers by using the syslog protocols. Two syslog 
servers can be set as the destination servers in addition to the syslog server that is used for 
event notification. 


Figure 5.9 Audit log 
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@ Note 


The firmware version of the ETERNUS DX Disk storage system must be V10L40 or later to use the 
audit log function. The firmware version can be checked via ETERNUS Web GUI or ETERNUS CLI. When 
upgrading firmware is required, contact your sales representative. 


Optimization of Volume Configurations 
ea 


This section explains the functions that optimize volume configurations. 

Drives and drive enclosures can be added during system operation in an ETERNUS DX Disk storage system 
according to changes in the operation load and performance conditions. 

The ETERNUS DX Disk storage system allows for the expansion of volumes and RAID group capacities, 
migration among RAID groups, and the changing of RAID levels when the volumes are defined. 

Exact details depend on the desired operation. Select from the following procedures. 
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m™ Expansion of logical volume capacity 


e RAID Migration (with increased migration destination capacity) 
When volume capacity is insufficient, a volume can be moved to a RAID group that has enough free space. 
This function is recommended for use when the desired free space is available in the destination. 


e LUN Concatenation 
Adds areas of free space to an existing volume to expand its capacity. This uses existing free space to 
efficiently expand the volume. 


™ Expansion of RAID group capacity 


e Logical Device Expansion 
Adds new drives to an existing RAID group to expand the RAID group capacity. This is used to expand the 
existing RAID group capacity instead of adding a new RAID group to add the volumes. 


® Migration among RAID groups 


e RAID Migration 
If the performance of the current RAID groups is not satisfactory due to conflicting volumes, RAID Migration 
may be used to improve the performance by redistributing the RAID group configuration. 


™ Changing the RAID level 


e RAID Migration (to a RAID group with a different RAID level) 
Migrating to a RAID group with a different RAID level changes the RAID level of volumes. This is used to 
convert a given volume to a different RAID level. 


e Logical Device Expansion (and changing RAID levels when adding the new drives) 
The RAID level may also be changed when adding new drives to a RAID group. This is used to convert the 
RAID level of all the volumes belonging to a given RAID group. 


™ Striping for multiple RAID groups 


e Wide Striping 
Distributing a single volume to multiple RAID groups makes I/O access from the server more efficient and 
improves the performance. 


For details on the above procedures, refer to "ETERNUS Web GUI User's Guide" and "ETERNUS CLI User's Guide". 
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5.3.1 RAID Migration 


RAID Migration is a function that transfers a volume to a different RAID group while guaranteeing the 
integrity of the data. By using RAID Migration, RAID levels and volumes can be hot switched. This allows easy 
redistribution of volumes among RAID groups in response to customer needs. RAID Migration can be carried 
out while the system is running, and may also be used to switch data to a different RAID level (e.g. changing 
from RAIDS to RAID1+0). 


Examples of RAID Migration are shown below. 


e Example when transferring volumes from a RAID5(3+1) 300GB SAS disk configuration to a RAID5(3+1) 
450GB SAS disk configuration: 


Figure 5.10 Example of RAID Migration 1 
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e Example when transferring volumes from a RAID5(3+1) configuration to a RAID1+0(3+3) configuration: 


Figure 5.11 Example of RAID Migration 2 
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5.3.2 


Logical Device Expansion 


Logical Device Expansion (RAID Group Expansion) allows the capacity of an existing RAID group to be 
dynamically expanded by the addition of extra drives. By using Logical Device Expansion to expand the 
capacity of existing RAID group, a new volume can be added without having to add new RAID groups. 


The following examples show Logical Device Expansion: 


e RAID5(3+1) configuration converted to a RAID5(4+1) configuration by the addition of an extra drive 


Figure 5.12 Example of Logical Device Expansion 1 
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e RAID5(3+1) configuration converted to a RAID6(4+2) configuration by the addition of extra two drives 


Figure 5.13 Example of Logical Device Expansion 2 
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5.3.3 LUN Concatenation 


LUN Concatenation is a function that is used to add new area to a volume for expanding the volume capacity 
available to the server. This function enables the reuse of free area in a RAID group and can be used to solve 
capacity shortages. The maximum capacity of a volume that is expanded by LUN Concatenation is 128TB. 

The following example shows the concatenation of an unused area of a different RAID group into Volume 2 in 
order to expand the capacity of Volume 2. 


Figure 5.14 Example of LUN Concatenation 
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LUN Concatenation cannot be performed when the drive type for the RAID group to which the concatenation 
source volume belongs and the drive type to which the concatenation destination volume belongs do not 
match. 
e When the concatenation source volume is configured with SAS disks or Nearline SAS disks, volumes that 
are configured with SAS disks or Nearline SAS disks can be concatenated. 
e When the concatenation source volume is configured with SSDs, volumes that are configured with SSDs 
can be concatenated. 
e When the concatenation source volume is configured with SEDs, volumes that are configured with SEDs 
can be concatenated. 
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5.3.4 





Wide Striping 


Wide Striping is a function that concatenates multiple RAID groups by striping and uses many drives 
simultaneously to improve performance. This function is effective when high Random Write performance is 
required. 

I/O accesses from the server are distributed to multiple drives by increasing the number of drives that 
configure a LUN, which improves the processing performance. 


Figure 5.15 Wide Striping 
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@ Note 


The ETERNUS DX Disk storage system firmware version must be V10L30 or later to use the Wide Striping 
function. 

The firmware version can be checked via ETERNUS Web GUI or ETERNUS CLI. When upgrading firmware is 
required, contact your sales representative. 
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5.4 


5.4.1 





Environmental Burden Reduction 
Mm 


The ETERNUS DX Disk storage system has energy and power savings that reduce CO2 emissions and lessen the 


burden on the environment. 


Eco-mode 


Using Eco-mode allows the rotation of disks that have limited access time to be stopped for specified periods 


to reduce power consumption. 


Disk spin-up and spin-down schedules can be set for each RAID group or Thin Provisioning Pool (TPP) (*1). 
These schedules can also be set to allow backup operations. 


*1: A Thin Provisioning Pool is a virtual area that is created when the Thin Provisioning function is used. For details on 
the Thin Provisioning function, refer to "6.1.1 Thin Provisioning" (page 77). 





The Eco-mode concept is shown below: 


Figure 5.16 Eco-mode mechanism 
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5.4.2 Power Consumption Visualization 


The power consumption and the temperature of the ETERNUS DX Disk storage system can be visualized by a 
graph using the ETERNUS SF Storage Cruiser integrated management software. Cooling efficiency can be 
improved by understanding local temperature rises in the data center and reviewing the location of air- 
conditioning. 

Understanding the drives that have a specific time to be used from the access frequency to RAID groups 
enables the Eco-mode schedule to be adjusted accordingly. 


Figure 5.17 Power consumption visualization 
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5.5 Operation Monitoring 


This section explains the functions related to operation management and device monitoring for the ETERNUS 
DX Disk storage system. 

A failed part can be promptly detected and diagnosed by operation management software. This enables the 
problem to be appropriately dealt with. Collecting and analyzing detailed performance data improves the 
performance of the system. 


5.3. Operation Management Interface 


Operation management software can be selected in the ETERNUS DX Disk storage system according to 
environment of the user. 

ETERNUS Web GUI (Graphical User Interface) and ETERNUS CLI (Command Line Interface) are installed in the 
controller of the ETERNUS DX Disk storage system. 
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Mm ETERNUS Web GUI 


ETERNUS Web GUI is a program for settings and operation management that is installed in the ETERNUS DX 
Disk storage system and accessed by using a web browser via http or https. 

ETERNUS Web GUI has an easy-to-use design that makes intuitive operation possible. 

The settings that are required for the ETERNUS DX Disk storage system initial installation can be easily 
performed by following the wizard and inputting the parameters for the displayed setting items. 


mM ETERNUS CLI 


ETERNUS CLI supports Telnet or SSH connections. The ETERNUS DX Disk storage system can be set and 
monitored using commands and command scripts. 
Most of the functions that can be executed using ETERNUS Web GUI can be executed. 


mM ETERNUS SF 


"ETERNUS SF" Storage Foundation Software can manage an "ETERNUS series" centered storage environment. 
Since the complicated storage configuration designing and setting operations can be performed with an easy- 
to-use GUI, a storage system can be installed easily without needing to have high level skills. 

ETERNUS SF ensures stable operation by managing the entire storage system. 


m SMI-S 


Storage systems can be managed collectively using the general storage management application that 
supports Version 1.4 of Storage Management Initiative Specification (SMI-S). SMI-S is a storage management 
interface standard developed and maintained by the Storage Network Industry Association (SNIA). SMI-S can 
monitor the device status and change configurations such as RAID groups, volumes, and Advanced Copy (EC/ 
REC/SnapOPC+). 


5.5.2 Event Notification 


When an error occurs in the ETERNUS DX Disk storage system, this function notifies the event information to 
the administrator. The administrator can realize an error occurred without monitoring the screen all the time. 
The methods to notify an event are e-mail, SNMP Trap, syslog, remote support, and host sense. 

The notification methods and levels can be set as required. 


e E-mail 
When an event occurs, an e-mail is sent to the specified e-mail address. 


e SNMP Trap 
Using the SNMP agent function, management information is sent to the SNMP manager (monitoring 
server). SNMP v1/v2c/v3 is supported. 


° syslog 
By registering the syslog destination server in the ETERNUS DX Disk storage system, various events that are 
detected by the ETERNUS DX Disk storage system are sent to the syslog server as event logs. 


e Remote support 
The errors that occur in the ETERNUS DX Disk storage system are notified to the remote support center. 
Additional information (logs and system configuration information) for checking the error are also sent. 
This shortens the time to collect information. 
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3:53 





e Host sense 
The ETERNUS DX Disk storage system returns host senses (sense codes) to notify specific status to the 
server. Detailed information such as error contents can be obtained from the sense code. 


Figure 5.18 Event notification 
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Performance Information Management 


The ETERNUS DX Disk storage system supports a function that collects and displays performance data via 
ETERNUS Web GUI or ETERNUS CLI. The collected performance information shows the operation status and 
load status of the ETERNUS DX Disk storage system and can be used to optimize the system configuration. 
Performance information can be collected such as host I/O information (IOPS values, throughput values, 
respond time, cache hit rate), QoS information (IOPS values, throughput values, delay time), and the usage 
information of CMs (CPUs) and drives. 


ETERNUS SF Storage Cruiser or ETERNUS SF Express can be used to easily understand the operation status and 
load status of the ETERNUS DX Disk storage system by graphically displaying the collected information on GUI. 
ETERNUS SF Storage Cruiser can also monitor the performance threshold and retain performance information 
for the duration that a user specifies. 

For details, refer to the manuals of ETERNUS SF Storage Cruiser and ETERNUS SF Express. 
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5.5.4 


Assigned CMs 





A controller that controls access is assigned to each RAID group and manages the load balance in the 
ETERNUS DX Disk storage system. The controller that controls a RAID group is called an assigned CM. 


Figure 5.19 Assigned CM 
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If auto assignment is selected for an assigned CM when RAID groups are created, the RAID group number is 
used to determine the assigned CM. When the RAID group number is an even number, "CM#0" is allocated as 
the assigned CM. For odd numbers, "CM#1" is allocated. When the load is unbalanced between the controllers, 


change the assigned CM. 
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5.520 





Connection Operation Mode 


The response from the ETERNUS DX Disk storage system can be optimized by switching the setup information 
of the host response for each connected server. 

The server requirements of the supported functions, LUN addressing, and the method for command responses 
vary depending on the connection environments such as the server OS and the driver that will be used. A 
function that handles differences in server requirements is supported. This function can specify the 
appropriate operation mode for the connection environment and convert host responses that respond to the 
server in the ETERNUS DX Disk storage system. 

The host response settings can be specified for the server or the port to which the server connects. Refer to 
"User's Guide -Server Connection-" for details on the settings. 


Figure 5.20 Host response (connection operation mode) 
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e If the host response settings are not set correctly, a volume may not be recognized or the desired 
performance may not be possible. Make sure to select appropriate host response settings. 


e The maximum number of volumes (number of LUNs that are set) that can be recognized by the server 
varies depending on the connection operation mode of the host response settings. The volume settings 
to allow each server to access the volume can be performed in the host response settings. For details on 
the function, refer to "5.2.3 Host Affinity" (page 54). 
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5.5.6 Device Time Synchronization 


The ETERNUS DX Disk storage system has a clock function and manages time information of date/time and the 
time zone (the region in which the ETERNUS DX Disk storage system is installed). This time information is 
used for internal logs and for functions such as Eco-mode, remote copy, and remote support. 

The automatic time correction by the Network Time Protocol (NTP) is recommended to synchronize time in the 
whole system. 

When using the NTP, specify the NTP server or the SNTP server. The ETERNUS DX Disk storage system supports 
NTP version 4. 

The time correction mode is Step mode (immediate correction). The time is regularly corrected every three 
hours once the NTP is set. 





e If an error occurs in a system that has a different date and time for each device, analyzing the cause of 
this error may be difficult. 


e Make sure to set the date and time correctly when using Eco-mode. The stop and start process of the disk 
motors does not operate according to the Eco-mode schedule if the date and time in the ETERNUS DX 
Disk storage system are not correct. 





Figure 5.21 Device time synchronization 
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55a Remote Power Operation (Wake On LAN) 


Wake On LAN is a function that turns on the ETERNUS DX Disk storage system via a network. When "magic 
packet" data is sent from an administration terminal, the ETERNUS DX Disk storage system detects the packet 


and the power is turned on. 
To perform Wake On LAN, utility software for Wake On LAN is required and settings for Wake On LAN must be 


performed. 
The MAC address for the ETERNUS DX Disk storage system can be checked on ETERNUS Web GUI. 


Figure 5.22 Power control using Wake On LAN 
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5.6 





Data Migration 


This section explains the function that migrates data from an old storage system to the ETERNUS DX Disk 
storage system. 


Storage Migration 


Storage Migration is a function that migrates the volume data from an old storage system to volumes ina 
new storage system without using a host in cases such as when replacing a storage system. 

The source storage system and destination ETERNUS DX Disk storage system are physically connected using 
cables. Data read from the target volume in the Migration Source is written to the Destination volume in the 
ETERNUS DX Disk storage system. 

Since Storage Migration is controlled by ETERNUS DX Disk storage system controllers, no additional software is 
required. 


Figure 5.23 Storage Migration 
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@ Note 


The ETERNUS DX Disk storage system firmware version must be V10L16 or later to use the Storage Migration 


function. 
The firmware version can be checked via ETERNUS Web GUI or ETERNUS CLI. When upgrading firmware is 


required, contact your sales representative. 
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Optional Functions 


This chapter explains the optional functions of the ETERNUS DX Disk storage system. 
"Thin Provisioning", "Flexible Tier (automatic storage layering)", and "Advanced Copy" are available as 
optional functions. The relevant license must be purchased to use these optional functions. 


Streamlined Operations in the Virtual Environment 
SS EEeE—EEEEEE—E—EEE———EE————————————— ais 


The Thin Provisioning function and the Flexible Tier (automatic storage layering) function create virtual disks 
to optimize the usability of physical capacity. These functions reduce both the initial investment and the 
power consumption requirements since fewer drives have to be installed. 

A "Thin Provisioning Feature License" is required to use the Thin Provisioning function or the Flexible Tier 
function. 


Thin Provisioning 


The Thin Provisioning function virtualizes and allocates storage capacity. This reduces physical storage 
capacity and unused capacity can be used more efficiently. 

The user can start operation of the ETERNUS DX Disk storage system with a small disk capacity by allocating 
large virtual disks to the server. Physical disks can be added according to the required capacity without 
affecting the server. 

In order to avoid physical disk capacity shortages, thresholds are monitored and physical capacity change is 
visualized. This enables the user to know when the storage capacity is insufficient and additional physical 
disks can be added to prevent operations being stopped. 


By using the Thin Provisioning balancing function, the physical allocated capacity of the Thin Provisioning 
Volume (TPV) can be balanced between RAID groups, and the I/O access to the TPV can be reallocated to the 
RAID groups in the pool. 

In addition, the Thin Provisioning function can be used more efficiently by using the Zero Reclamation 
function. The Zero Reclamation function releases physical areas with all zero bits. 
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Figure 6.1 Example of Thin Provisioning 
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Flexible Tier (Automatic Storage Layering) 


The automatic storage layering function automatically redistributes data in the ETERNUS DX Disk storage 
system according to access frequency in order to optimize performance and reduce operation cost. Storage 
layering is performed by moving frequently accessed data to high speed drives such as SSDs and less 
frequently accessed data to cost effective disks with large capacities. Data can be moved in blocks that are 
smaller than the volume capacity. 

Data is redistributed based on the performance information that is monitored and obtained by ETERNUS SF 
Storage Cruiser. For ETERNUS DX Disk storage systems, using Nearline SAS disks can reduce the storage cost 
without resulting in any loss of performance. 


When drives are added to a pool, the physical capacity is allocated unevenly among the RAID groups in the 
pool. By using the Flexible Tier Pool balancing function, the allocated physical capacity as well as the usage 
rate of the physical disks in the pool can be balanced. 


Paw —————E 


SAS disks, Nearline SAS disks, SSDs, and SEDs can be used for the Flexible Tier function. Note that the 
firmware version of the ETERNUS DX Disk storage system must be V10L30 or later to use SEDs with the 
Flexible Tier function. 

The firmware version can be checked via ETERNUS Web GUI or ETERNUS CLI. When upgrading firmware is 
required, contact your sales representative. 
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6.2 





Figure 6.2 Flexible Tier (automatic storage layering) 
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Backup (Advanced Copy) 
Mm 


The Advanced Copy function (high-speed copying function) enables data backup (data replication) at any 
point without stopping the operations of the ETERNUS DX Disk storage system. 

For the ETERNUS DX Disk storage system backup operation, data can be replicated without taking server 
resources. The replication process for large amounts of data can be performed by controlling the timing and 
business access so that data protection can be considered separate from operation processes. 


The following figure shows an example of an Advanced Copy operation using ETERNUS SF AdvancedCopy 


Manager. 
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Figure 6.3 Example of Advanced Copy 
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There are two types of Advanced Copy: a local copy that is performed within a single ETERNUS DX Disk storage 
system and a remote copy that is performed between ETERNUS DX Disk storage systems. 

The methods that are available for the local copy function are "One Point Copy (OPC)", "QuickOPC", "SnapOPC", 
"SnapOPC+", and "Equivalent Copy (EC)". "Remote Equivalent Copy (REC)" is available for the remote copy 
function. 


The following table shows the types of controlling software that are used for Advanced Copy functions: 


Table 6.1 Controlling software 





Controlling software Features 
ETERNUS Web GUI or ETERNUS CLI Copy functions are available without needing any optional software. 


VSS can meet various requirements such as data backup in a live data 
environment, due to its ability to link with ISV backup software or ISV 
business applications that support the Microsoft Windows Server VSS 








Volume Shadow copy Service (VSS) (*1) 





function. 

ACM suppotts various OSs and ISV applications. All Advanced Copy 
ETERNUS SF AdvancedCopy Manager functions are available. This also allows data backup in a live data 
(ACM) environment via links with Oracle, SQL Server, Exchange Server, and 


Symfoware Server software. 


ETERNUS SF Express makes it easier to manage the ETERNUS DX Disk 
storage system and to backup data. 





ETERNUS SF Express 








*1: To use the Advanced Copy functions in a VSS environment, "ETERNUS VSS Hardware Provider" must be downloaded 
and installed on the server. For details of "ETERNUS VSS Hardware Provider" and how to install it, refer to the 
following web-site: 

http://www. fujitsu.com/global/services/computing/storage/eternus/tools/vsshp.html 


@ Note 


"ETERNUS SF AdvancedCopy Manager", "ETERNUS SF Express", or a VSS environment is required to use the 
Advanced Copy functions with other operations. 
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The following table shows the copy functions (copy methods) that are available by registering the license: 


Table 6.2 


List of Functions (copy methods) 






































Copy License Model Number of Controlling software 
usable | ETERNUS Web VSS ETERNUS SF | ETERNUS SF 
SEES GUI or Advanced Express 
ETERNUS CLI Copy Manager 
Roiiecnse DX80 S2 8 (*1) SnapOPC+ SnapOPC+ - SnapOPC+ 
DX90 S2 QuickOPC 
DX80 S2 1,024 SnapOPC+ SnapOPC+ SnapOPC SnapOPC 
QuickOPC SnapOPC+ SnapOPC+ 
QuickOPC QuickOPC 
OPC OPC 
EC EC 
License Dx90 S2 2,048 SnapOPC+ SnapOPC+ SnapOPC SnapOPC 
QuickOPC SnapOPC+ SnapOPC+ 
QuickOPC QuickOPC 
OPC OPC 
EC EC 
REC REC 
*1: When an Advanced Copy Feature License is not purchased, up to eight SnapOPC+/QuickOPC sessions can be used. Try 


using the Advanced Copy functions to evaluate them before purchase or to plan for their use after purchase. 


Copying is performed for each LUN. Copying can also be performed for each logical disk (such as the partition 
and volume (the name differs depending on the OS)) when using ETERNUS SF AdvancedCopy Manager. 


aq —————E 


e When a volume is copied on a per LUN basis, RAID Migration that expands the migration destination 
capacity cannot be performed. When RAID Migration is performed for a volume to expand the migration 
destination capacity, the volume cannot be copied on a per LUN basis. 


¢ For volumes with a copy session, restrictions apply to volume capacity expansion, such as LUN 
Concatenation and Thin Provisioning volume capacity expansion. 
For details, refer to "ETERNUS Web GUI User's Guide". 
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6.2.1 Local Copy 


The Advanced Copy functions offer the following copy methods: "Mirror Suspend", "Background Copy", and 
"Copy-on-Write". The "Equivalent Copy (EC)" function uses the "Mirror Suspend" method, the "One Point Copy 
(OPC)" function uses the "Background Copy" method, and the "SnapOPC" function uses the "Copy-on-Write" 
method. 

There is also a "QuickOPC" function for the OPC method, which only copies data that has been updated since 
the previous update. The SnapOPC+ function only copies data that is to be updated and performs generation 
management of the copy source volume. 


@ OPC (One Point Copy) 


One Point Copy (OPC) is a function that copies data in the volume to another volume in the ETERNUS DX 
Disk storage system at a specific point in time. 
OPC is suitable for the following usages: 

- Performing a backup 

- Performing system test data replication 

- Restoring backup data (restoration after replacing a disk when the copy source disk has failed) 


@ QuickOPC 


QuickOPC copies all data as initial copy in the same way as OPC. After the initial copy has completed, only 
updated data (differential data) is copied. QuickOPC is suitable for the following usages: 

- Performing a backup of data that is not updated regularly 

- Performing system test data replication 

- Restoration from a backup 


@ SnapOPC/SnapOPC+ (*1) 


As updates occur in the source data, SnapOPC/SnapOPC+ saves the data prior to change to the copy 
destination (Snap Data Volume (SDV)). Prepare a Snap Data Pool (SDP) before performing SnapOPC/ 
SnapOPC+. When an amount of data that exceeds the SDV capacity is saved, volumes are supplied from a 
SDP. SnapOPC/SnapOPC+ is suitable for the following usages: 

- Performing temporary backup for tape backup 


- Performing a backup of data that is not updated regularly (generation management is available for 
SnapOPC+) 


*1: The difference between SnapOPC and SnapOPC+ is that SnapOPC+ manages the history of updated data as 
opposed to SnapOPC. While SnapOPC manages the updated data in units of sessions and saves the same 
data redundantly, SnapOPC+ has updated data as history information and can provide multiple generation- 
backups. 


@ EC (Equivalent Copy) 


EC makes a mirror copy of the copy source to the copy destination beforehand, and then suspends the copy 
and treats all data as independent data. 
When copying is resumed, only updated data in the copy source is copied to the copy destination. If the 
copy destination data has been changed, copy the copy source data again. EC is suitable for the following 
usages: 

- Performing a backup 

- Performing system test data replication 


ETERNUS DX80 S2/DX90 S2 Disk storage system Overview 
Copyright 2015 FUJITSU LIMITED P3AM-4812-13ENZO 


Chapter 6 Optional Functions 
6.2 Backup (Advanced Copy) 





Plat i ———— 


e Prepare an encrypted SDP when an encrypted SDV is used. 

e If the SDP capacity is insufficient, a copy cannot be performed. In order to avoid this situation, an 
operation that notifies the operation administrator of event information according to the remaining SDP 
capacity is recommended. For more details on event notification, refer to "5.5.2 Event Notification" (page 


70). 








Remote Copy 


Remote copy is a function that copies data between different storage systems in remote locations, using the 
"Remote Equivalent Copy: REC". REC is an enhancement of the EC mirror suspend method that performs EC 
remotely. Mirroring, snapshots, and backup between multiple storage systems can be performed using this 
function. 

This function protects data against disaster by duplicating the database and backing up data to a remote 
location. 

The older ETERNUS Disk storage system models can be connected. 


@ REC (Remote Equivalent Copy) 


REC is used to copy data among multiple devices using the EC copy method. REC is suitable for the 
following usages: 

- Performing system test data replication 

- Duplicating databases on multiple ETERNUS Disk storage systems 

- Backing up data to remote ETERNUS Disk storage systems 


Figure 6.4 REC 
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The REC data transfer mode has two modes: the synchronous transmission mode and the asynchronous 
transmission mode. These modes can be selected according to the intended use of REC. 


Table 6.3. REC data transfer mode 











Data transfer mode 1/0 response Updated log status in the case of disaster 
Synchronous Affected by transmission delay Data is completely backed up until the point when a 
transmission mode disaster occurs. 

Asynchronous Not affected by transmission Data is backed up until a few seconds before a disaster 
transmission mode | delay Occurs. 











m™ Synchronous transmission mode 


Data that is updated in a copy source is immediately copied to the copy destination. Write completion signals 
to write requests for the server are only returned after both the write to the copy source and the copy to the 
copy destination have been done. Synchronizing the data copy with the copy source write guarantees the 
contents of the copy source and copy destination at the time of completion. 


™ Asynchronous transmission mode 


Data that is updated in a copy source is copied to the copy destination after a completion signal to the write 
request is returned. Therefore, transmission delays in the WAN do not effect REC operation. 

Asynchronous transmission mode has two sub-modes, the Stack mode and the Consistency mode. Selection of 
mode will depend on usage pattern. There is also Through mode that is used to finalize data transfer for the 
other two modes. 


e Stack mode 
Only updated block positions are recorded before returning the completion signal to the server, so waiting- 
for-response affects on the server are small. Actual transfer of the recorded blocks can be performed by an 
independent transfer process. 
This mode can be used even when the available line bandwidth is small. Therefore, this mode is mainly 
used for remote backup. 


Consistency mode 

This mode guarantees the sequential transmission of updates to the remote copy destination device in the 
same order as the writes occurred. Even if a problem occurs with the data transfer order due to a transmis- 
sion delay in the WAN, the update order in the copy destination is maintained. 

This is useful when mirroring databases and copies of multiple connected areas. 

This mode uses part of the cache memory as a buffer (REC buffer). A Copy via the REC buffer stores multiple 
REC session I/Os in the REC buffer for a certain period of time. Data for these I/Os is copied in blocks. 
When a capacity shortage for the REC buffer occurs, the REC disk buffer can also be used. A REC disk buffer 
is used as a temporary destination to save copy data. 


Through mode 

After an I/O response is returned, this mode copies updated data as an extension of the process. 

This mode is not used for normal transfers. When STOPping or SUSPENDing the Stack mode or the 
Consistency mode, this mode is used to change the transfer mode to transfer all data that has not been 
transferred or to resume transfers. 
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e When REC is performed over a WAN, a bandwidth of at least 5OMbit/s is required if data is not compressed 
on the line. When data is compressed, a SOMbit/s or less bandwidth is sufficient. 


e When REC is performed over a WAN, the round-trip time of data transmission must be 50ms or less for the 
synchronous transmission mode and 100ms or less for the asynchronous transmission mode. A setup in 
which the round-trip time is 10ms or less is recommended for the synchronous transmission mode. 


e When a concurrent firmware update is performed, copy sessions must be suspended. 


e When the REC Consistency mode is used between different storage system models, an equal or larger 
number of controllers than the copy source storage system is recommended for the copy destination 
storage system. 


e When the number of controllers in the copy source storage system is eight (*1) and the number of 
controllers in the copy destination storage system is two or less, the REC Consistency mode cannot be 
used. 


e The ETERNUS DX90 S2, the ETERNUS DX410 $2/DX440 82, the ETERNUS DX410/DX440, the ETERNUS 
DX8100 S2/DX8700 S2, and the ETERNUS DX8100/DX8400/DX8700 support REC disk buffers. 


e When an older ETERNUS Disk storage system is used as the copy destination, REC cannot be performed 
between encrypted volumes and unencrypted volumes. 


*1: The maximum number of controllers that can be installed in the ETERNUS DX8700/DX8700 S2 and the 
ETERNUS8000 models 2100 and 2200 


Available Advanced Copy Combinations 


Different Advanced Copy types can be combined and used together. 


@ Restore OPC 


For OPC, QuickOPC, SnapOPC, and SnapOPC+, restoration of the copy source from the copy destination is 
complete immediately upon request. 


Figure 6.5 Restore OPC 
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@ ECor REC Reverse 


Restoration of the copy source from the copy destination is possible by switching the EC or REC copy source 
and destination. 


Figure 6.6 ECor REC Reverse 
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@ Multiple Copy 


Multiple Copy destinations can be set for a single copy source area to obtain multiple backups. 

In the Multiple Copy shown in Figure 6.7, the entire range that is copied for copy session 1 will be the 
target for the Multiple Copy function. 

When copy sessions 1 and 2 are EC/REC, updates to area A in the copy source (update 1) are copied to both 
copy destination 1 and copy destination 2. 

Updates to areas other than A in the copy source (update 2) are copied only to copy destination 2. 


Figure 6.7 Targets for the Multiple Copy function 
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Up to eight OPC, QuickOPC, SnapOPC, EC, or REC sessions can be set for a Multiple Copy. 


Figure 6.8 Multiple Copy 
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Up to maximum number of SnapOPC+ copy session generations can be set for a single copy source area 
when seven or less Multiple Copy sessions are already set. 


Figure 6.9 Multiple Copy (including SnapOPC+) 
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Note that when the Consistency mode is used, a Multiple Copy from a single copy source area to two or 
more copy destination areas in a single copy destination storage system cannot be performed. A Multiple 
Copy from a single copy source area to different copy destination storage systems can be performed. 


Figure 6.10 Multiple Copy (using the Consistency mode) 
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When performing a Cascade Copy for an REC session in Consistency mode, the copy source of the session 
must not be related to another REC session in Consistency mode with the same destination storage system. 


Figure 6.11 Multiple Copy (Case 1: when performing a Cascade Copy for an REC session in Consistency 
mode) 
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Figure 6.12 Multiple Copy (Case 2: when performing a Cascade Copy for an REC session in Consistency 
mode) 
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@ Cascade Copy 


A copy destination with a copy session that is set can be used as the copy source of another copy session. 
A Cascade Copy is performed by combining two copy sessions. 


In Figure 6.13, "Copy session 1" refers to a copy session in which the copy destination area is also used as 
the copy source area of another copy session and "Copy session 2" refers to a copy session in which the copy 
source area is also used as the copy destination area of another copy session. 

When a Cascade Copy is used in combination with the Advanced Copy function of an ETERNUS DX Disk 


storage system, the copy destination area for copy session 1 and the copy source area for copy session 2 
must be identical. 


Figure 6.13 Cascade Copy 
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Table 6.4 shows the supported combinations of copy sessions for cascade copies. 


Table 6.4 Available Cascade Copy combinations 
































Copy session 1 
REC 

pa 2 OPC Quick Snap Snap EC Me ce nee 
OPC OPC OPC+ oe ae ency 

trans- mode Fale 

mission 

OPC (*2) Yes Yes No No Yes (*1) Yes (*1) Yes (*1) | Yes (*1) 
QuickOPC (*2) Yes Yes No No Yes (*1) Yes (*1) Yes (*1) | Yes (*1) 
SnapOPC (*2) Yes Yes No No Yes (*1) Yes (*1) Yes (*1) | Yes (*1) 
SnapOPC+ (*2) Yes Yes No No Yes (*1) Yes (*1) Yes (*1) | Yes (*1) 

EC Yes Yes Yes Vac 

Yes (*5) | Yes (*5) No No (*1) (*1) (*1) ea\ ie 

REC Yes Yes Yes 

synchronous ie ina (*1) (*1) (*1) a 
ont (*3) (*3) No No * : * (*1)(*3) 

transmission _ e (*3) (*3) (*3) KL\(K 

REC Stack mode Yes Yes Yes Yes 
Yes (*5) | Yes (*5) No No (*1) (*1) (*1) (#1) (*5) 

(*5) (*5) (*5) 

ee i Seney Yes Yes Yes = Yes 
(*3) (*3) No No (*3) (*1) (*3) 1) (73) 
(*5) (*5) (*5) (*5) (*5) (*4)(*5) 





























*1: When copy session 1 is an EC or REC session, suspending copy session 1 is recommended to set copy session 2. 

*2: When copy session 2 is an OPC, QuickOPC, SnapOPC, or SnapOPC+ session, data in the copy destination of copy 
session 1 is backed up. Data is not backed up in the copy source of copy session 1. 

*3: A Cascade Copy cannot be performed when a copy source and destination volume is in an older ETERNUS Disk 
storage system model. 

*4: When copy session 1 uses the REC Consistency mode, the data transmission sequence of copy session 1 is 
guaranteed, but the data transmission sequence of copy session 2 is not guaranteed. 

*5: When copy session 2 is an EC or REC session, perform the Suspend command to temporarily suspend copy 
session 2 after the physical copy is complete for copy session 1. 
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e A Cascade Copy can be performed when the copy type for copy session 1 is XCOPY or ODX. The copy 
destination area for XCOPY or ODX and the copy source area for copy session 2 do not have to be 
completely identical. For example, a Cascade Copy can be performed when the copy source area for 
copy session 2 is only part of the copy destination area for copy session 1. 

XCOPY or ODX cannot be set as the copy type for copy session 2 in a Cascade Copy. 

e For more details on XCOPY, refer to "7.2 VMware Linkage" (page 94). For more details on ODX, refer to 

"7.3 Microsoft Linkage" (page 96). 


e The ETERNUS DX Disk storage system firmware version must be V10L50 or later to use XCOPY or ODX 
for a Cascade Copy. The firmware version can be checked via ETERNUS Web GUI or ETERNUS CLI. When 
upgrading firmware is required, contact your sales representative. 

¢ To acquire valid backup data in the copy destination for copy session 2, a physical copy must be 
completed or suspended in all of the copy sessions that configure the Cascade Copy. Check the copy 
status for copy sessions 1 and 2 when using the backup data. 

e If copy session 1 is an EC or REC session and copy session 2 is an OPC, QuickOPC, SnapOPC, or 


SnapOPC+ session, setting copy session 2 after setting copy session 1 to an equivalent or suspended 
state is recommended. 











A Cascade Copy that uses three copy sessions can only be performed with the following configuration. 


Figure 6.14 Cascade Copy (using three copy sessions) 
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Server Linkage Functions 


The ETERNUS DX Disk storage system supports various functions that are provided by linking 

with servers. 

Examples of these functions include a backup function that does not place a load on the server and a function 
that can obtain information from the ETERNUS DX Disk storage system and visualize this information without 
using ETERNUS Web GUI. These functions enable integrated infrastructure management in a virtual 
environment. 

Note that some of these functions may require plug-ins or firmware updates. Refer to the following 

site for more details: 


http://www. fujitsu.com/global/services/computing/storage/eternus/tools/ 


Oracle VM Linkage 
ame] 


"Oracle VM Manager", which is the user interface of "Oracle VM" server virtualization software, can manage the 
ETERNUS DX Disk storage system. 

"ETERNUS Oracle VM Storage Connect Plug-in" is required to use this function. 

The Oracle VM Storage Connect framework enables Oracle VM Manager to directly use the 

resources and functions of the ETERNUS DX Disk storage system in an Oracle VM environment. 

Native storage services such as Logical Unit Number (LUN) creation, deletion, expansion, and snapshots are 
supported. 
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Figure 7.1 Oracle VM linkage 
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@ Note 


An Advanced Copy Feature License is required to use the snapshot function. 
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7.2. VMware Linkage 





By linking with "VMware vSphere" (which virtualizes platforms) and "VMware vCenter Server" 
(which supports integrated management of VMware vSphere), the resources of the ETERNUS DX 
Disk storage system can be effectively used and system performance can be improved. 


Figure 7.2. VMware linkage 
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® VMware VASA 


vStorage API for Storage Awareness (VASA) is an API that enables vCenter Server to link with the 
storage system and obtain storage system information. 

ETERNUS VASA Provider is required to use the VASA function. 

ETERNUS VASA Provider obtains and monitors information from the ETERNUS DX Disk storage 
system by using functions of ETERNUS SF Storage Cruiser (paid software). 


° Profile-Driven Storage 
This feature classifies volumes according to the service level in order to allocate virtual machines 
with the most suitable volumes. 

e Storage Distributed Resource Scheduler (DRS) 
This feature moves original data in virtual machines to the most suitable storage area according 
to the access volume. Storage DRS balances the loads on multiple physical servers in order to 
eliminate the need for performance management on each virtual machine. 


®@ VMware VAAI 


vStorage APIs for Array Integration (VAAI) are APIs that improve system performance and 
scalability by using the storage system resources more effectively. VAAI enhances the integration 
of the storage virtual infrastructure, the Distributed Resource Scheduling (DRS) function, and the 
troubleshooting features for the storage system with VMware. 

An appropriate ETERNUS VAAI Plug-in for the environment is required to use the VAAI function. 


The ETERNUS DX Disk storage system supports the following features. 


° Full Copy (XCOPY) 
This feature allows copying processes to be performed only in the ETERNUS Disk storage 
system without the use of a server. Full Copy reduces the loads on servers and improves system 
performance. 


Block Zeroing 

When allocating storage areas to create new virtual machines, it is necessary to zero out these 
storage areas for the initialization process. Previously, this process was performed on the server 
side. Performing this process on the storage system side instead reduces the loads on servers 
and speeds up the allocation of capacity for virtual machines. 


Hardware Assisted Locking 

This feature enables block level control of the ETERNUS DX Disk storage system for exclusion 
control in specific storage areas. This substitutes the LUN (logical volume) level control that is 
implemented in "VMware vSphere". Hardware Assisted Locking minimizes the storage areas that 
are to be limited for access by exclusion control and improves the operational efficiency of virtual 
machines. 


® VMware vCenter Server 


The performance information of the ETERNUS DX Disk storage system can be displayed on the 
vSphere Client screen by expanding the user interface of vSphere Client. 
ETERNUS vCenter Plug-in is required to use this function. 
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7.3. Microsoft Linkage 





The ETERNUS DX Disk storage system supports integrated management of virtualized platforms 
and cloud linkage by using functions in Windows Server and System Center. 


Figure 7.3 Microsoft linkage 
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mM Windows Server 2012 
The ETERNUS DX Disk storage system supports the following functions in Windows Server 2012. 


¢ Offloaded Data Transfer (ODX) 
This function offloads the processing load for copying and transferring files from the server CPU 
to the storage system. 


e Space Reclamation 
This function automatically releases areas that are no longer used by the OS or applications. 


@ Note 


The ETERNUS DX Disk storage system firmware version must be V10L40 or later to use the linkage functions 
with Windows Server 2012. 

The firmware version can be checked via ETERNUS Web GUI or ETERNUS CLI. When upgrading firmware is 
required, contact your sales representative. 


Mm System Center Virtual Machine Manager (SCVMM) 


System Center is a platform to manage operations of data centers and clouds. This platform 

also provides an integrated tool set for the management of applications and services. 

SCVMM, a component of the System Center 2012 product, performs integrated management of 

virtualized environments. The ETERNUS DX Disk storage system can be managed from SCVMM by using the 
SMI-S functions of the ETERNUS DX Disk storage system. 


™ Volume Shadow Copy Service (VSS) 


This service is performed in combination with the backup software and the server applications that are 
compatible with Windows Server VSS while online backups are performed via the Advanced Copy function for 
the ETERNUS DX Disk storage system. 

ETERNUS VSS Hardware Provider is required to use this function. 


@ Note 


An Advanced Copy Feature License is required to use the VSS copy function. 
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